OHIenbCCKUN TEXHOIOTMUECKUNA HHCTUTYT ((pusnan)
(enepanbHOro rocyJapCTBEHHOIO OOIKETHOTO 00pa30BaTEIbHOTO YUPEKICHUS
BbICILIET0 00pa30BaHMs
«CapaToBCKull TOCYAapCTBEHHBIN TEXHUYECKUI YHUBEpcUTET MMeHH ['arapuna 10.A.»

Ka(bezlpa «EcTecTBEeHHBIE 1 MAaTEMAaTUYCCKHUE HaYKHU»

PABOYAS ITPOI'PAMMA

10 JUCIUILINHE
b.1.1.13 CeTHu 1 TeJ1IeKOMMYHUKAIMU

HaIPaBJICHUS TIOJITOTOBKH
09.03.01 «1udopmaTrka U BEIYACIATEIbHAS TEXHUKA)
npouis: «[IporpaMMHOE OOecrieueHUEe CPEACTB BRIYUCIUTEIBHON TEXHUKH
Y aBTOMATHU3HPOBAHHBIX CHCTEM)

®opMbl 00yUeHHs: OYHAs, 3a04Has
O0BEM TUCLHUIIIINHEL:
B 3Q4YETHBIX €IUHUIAX: 3 3.€.
B akageMuueckux 4dacax: 108 ax.u.

Durensc 2023



PaGouas  mporpamma mo  gucrmmumHe  b.1.1.13 «Cetm wm
TeJIeKOMMYHUKaIuu» s HanpasiaeHus noarotoBku 09.03.01 «MudopmaTtuka u
BBIUHMCIIUTENbHAS TeXHUKa», npoduins: «lIporpammHoe obecrieueHne CpeicTB
BBIYMCIIUTENILHON TEXHUKH W aBTOMATHU3MPOBAHHBIX CHCTEM)» COCTaBJieHA B
COOTBETCTBUHU C TpeOOBAHUSIMU denepanbHOTO rocyJapCTBEHHOTO
oOpazoBaTeapHOrO cTaHaapTa Beiciiero oopasoBanust 09.03.01 «MudbopmaTuka u
BBIYHMCIIUTENbHAS TEXHUKA», YTBEPKACHHBIM MpuKazoM MunoopHayku Poccun Ne
929 ot 19.09.2017 r. ¢ u3MeHEHUsIMU BHECEHHBbIMU mpukazoM Ne 1456 ot 26
11.2020 r.

PabGouas nporpamma:

00CYKJeHA 1 PEeKOMeHJ0BAHA K  YTBEPKAECHHK  pENIEeHHEM  Kadepbl
«EcTecTBeHHBIE H MaTeMaTHUYeCKHe HAYKH» OT « 20 » HroHd 2023 r., IIPOTOKOII
Ne 30 .

3apeqyromuii Kadempoit &.; ’fl-':fjg’f / Kumira E.B. /

onodpena Ha 3acenannu Y MKH ot «20» urons 2023 r., npotokon Ne 5.

IIpencenarens YMKH 7 ;ﬂ%" /XKummua E.B./



1. Henu v 3a1a4m AU CHUTLTAHBI
[ens npenoaBanust TUCUUILIMHBL: TPUOOPETEHNE KOMIIETEHIINM, 3HAHUN, YMEHH
Y HaBBIKOB B 00siactu ceteit DBM U TelleKOMMYHUKAITMOHHBIX CUCTEM.

3aauv N3y4eHUs AUCLUIUIMHBL:
- OCBOCHHUE TEOPETUYECKUX ACIIEKTOB IPOEKTUPOBAHUA U CO3AaHMs ceTed OBM u
TEJIEKOMMYHUKAIIMOHHBIX CUCTEM,
- NPUOOPETEHHE MNPAKTUYECKUX HABBIKOB B IUIAHHUPOBAHWW M CO3JAHHM TaKUX
CUCTEM,
- npuoOpeTeHue MNPAKTUYECKUX HAaBBIKOB II0 HACTPOMKE NPOrpaMMHBIX H
anmnapaTHbIX CPEJACTB 00€CIIEUEHUs TAKUX CUCTEM.

2. Mecro aucuuniaunsl B crpykrype OIIOII BO
Hucnunnuaa b.1.1.13 «CeTn U TEIEKOMMYHMKAIIMW» OTHOCUTCS K
o0s13aTenbHOM yacTu yueoHoro 1miaHa bioka 1 «luciurminHbl (MOTYIIN ).

3. TpeGoBaHus K pe3yabTaTaM OCBOCHHS 1M CHUIIMHBI

W3ydyeHne JUCUMIUIMHBI HANpaBieHO Ha (OPMHUPOBAHUE CIIETYIOIIUX
KOMITETEHIINM:

OIIK-3. CnocobeH pemath CTaHIapTHBIE 3a/1a4d MTPOPECCUOHATIBHON
NEeATEIbHOCTH Ha OCHOBE MH(OPMAIIMOHHOM U OHOIuorpaduyeckoi KyiabTyphl C
IpUMEHEHUEM UH(OPMAIMOHHO- KOMMYHHUKAILIMOHHBIX TEXHOJIOTHI U C yYETOM
OCHOBHBIX TpeOOBaHUI MH(OPMAIIMOHHON 0€30aCHOCTH

OIIK-5. CnocobeH UWHCTAUIMPOBaTh NPOTPaMMHOE M anlapaTHOE
oOecrieuenue AJi1 UHPOPMAMOHHBIX U aBTOMaTU3UPOBAHHBIX CUCTEM

[lepeyeHb IIIAHUPYEMBIX pPE3YyIbTATOB OOY4YEHUS 1O JUCLUIUIMHE,
COOTHECEHHBIX C IUIAHUPYEMBIMH pe3yJbTaTaMHU OCBOEHHS 00pa3oBaTesIbHOM

MIPOTpPaMMBI.
Kon n HaumeHoBaHue Kon n HaumeHnoBaHue nokasarens
KOMIIETEHIIH HAaNMEHOBAHHE OIICHUBaHUS
(pe3yabTaT OCBOCHMS) MHIMKATOpa (pe3ynpTaTta 00y4eHHs MO JUCLUIUIMHE)
JOCTIKEHUS
KOMIIETEHINH
(cocraBmsroIe
KOMIIETEHITNH)
OIIK-3. CriocobeH pemiath NI-1 onk-3 3naer:
CTaHJapTHBIE 3a/1a41 Pemraer 3a1aun | mpUHIUIBI PYHKIMOHUPOBAHUS U
npodeccnoHanbHOMN JUArHOCTHKU U | YCTPOMCTBO KOMMYTaTOPOB H
JesITeIbHOCTH Ha OCHOBE HACTPOUKH MapuIpyTHU3aTOPOB;
WHPOPMAIIMOHHON 1 aKTUBHOTO MIPUHITATT MHOTOYPOBHEBOTO
O6ubnuorpaduyeckoit KyabTypbl | CETEBOTO (YHKIIMOHUPOBAHUS KOMITBIOTEPHBIX
C IPUMEHEHUEM o0opyoBaHuUS cereil Ha ocHOBE Mozenu OSI;
UH(pOPMAIMOHHO- pasnuyHble Bepcuu npotokoina Ethernet;
KOMMYHHUKAITHOHHBIX NTOPUTMBI ()YHKIIHOHHUPOBAHUS
TEXHOJIOTHI U C yYETOM nporokona 802.1Q, STP, VTP;
OCHOBHBIX TpeOOBaHUI npoTtoko: IP, kmaccel aapecos,
MH(pOPMAIMOHHOM IPUHIUIIBI pacyeTa MoICceTel;
0€30MMacHOCTH




TEXHOJIOTMH MePeIayu JAHHBIX 110
Pa3NUYHBIM (PU3HUUECKUM cpellaM
nepeaayy;

0COOEHHOCTH IPOTOKOJIOB
TpancnoptHoro ypoBHs TCP u UDP;
Ymeer:

BBIIIOJIHATh YCTAHOBKY M HACTPOUKY
ceTeBoro uHTepgeiica NepcoOHATBHOTO
KOMIIBIOTEDA;

IIPOEKTUPOBATh U CO3/1aBaTh JIOKAJIbHBIE
KOMIIBIOTEPHBIE ~ CETHM  OpraHU3aLHM,
BKJItOUasi coequHeHue ¢ uTepHer;
BBISIBJIATh U YCTPAHSATh HEHCHPABHOCTU
JOKAJIbHBIX  KOMIIBIOTEPHBIX  CETel
OpraHu3alui, BKJII0OYas HEHCIPABHOCTU
coenuHeHus ¢ MarepHer;

Baaneer:

- HaBbIKAMU YCTAHOBKM U HaCTPOMKHU
cereBoro wuHTep(eiica NepcOHATBHOTO
KOMIIBIOTEPA;

-HaBBIKAMHU IPOEKTUPOBAHUS U
CO3[1aHUsl JIOKAJBHBIX KOMIIBIOTEPHBIX
cerei OpraHu3aIui, BKJTIOYAs
coenuHeHue ¢ MHTepHer;

- HaBbIKaMU JUarHOCTUKH U
YCTpAaHEHUS] HEUCIIPAaBHOCTEMN
JIOKQJIbHBIX KOMIIBIOTEPHBIX CETEH
OpraHu3aluii, BKJIt04Yas HEeUCIPAaBHOCTU
coennHeHus ¢ MlarepHer

OIIK-5. Crniocoben
MHCTAJUIUPOBATh MPOrpaMMHOE
U arnrnapaTtHoe obecriedeHue ass
MH(POPMAaLMOHHBIX u
ABTOMATU3HWPOBAHHBIX CUCTEM

UN-2 onk-s
VYuyacTByeT B
Pa3BEPTHIBAHUHA
CEpBEPHOIo U
aKTUBHOTO
CETEBOTO
o0opynoBaHus

3HaeT: OCHOBBI CUCTEMHOTO
aJIMUHHUCTPUPOBAHUS ceTeBOM
UH(QPaACTPYKTYPBHI, COBPEMEHHEIE

CTaHJApThl CETEBOTO B3aMMOACUCTBUS
Ha ocHoBe Mozenu OS]

YMeeT: BBINOIHATH MapaMETPUUECKYIO
HaCTPOUKY KOMMYTaTOpOB U
MapLIpyTU3aTOPOB

Buianeer: HaBbIKaMU MHCTAJUISALUH
CETeBOro 000pyJ0BaHMs,
KOMMYTaTOpOB, MaplIpyTH3aTOPOB,
IIEPBOHAYAJILHON HACTPOUKHU CETEBOTO
00opynoBaHus




4. O0beM IMCUUILTHHBI M BUABI y4e0HOI padoThI

ounasn hopma odyuenusn

aK.4acoB
Bun yaeGHOH nesTenbHOCTH Beero 110 CEMECTPaM
5 cemectp
1. AyauTopHbIe 3aHSATHS, YaCOB BCErO, B TOM YHCJIC: 48 48
* 3aHATHA JIEKIIMOHHOI'O THUIIA, 16 16
* 3aHATHUS] CEMUHAPCKOTO TUTIA: - -
IIPAKTUYECKUE 3aHITHSI 32 32
na00paTOPHBIC 3aHATHUS - -
B TOM YHCJIC 3aHATUS B (DOpME MPAKTHUECKON MOITOTOBKU - -
2. CamocTosTenpHas paboTa CTYJACHTOB, BCETO 60 60
— KypcoBas paboTa (IpoeKT) - -
3.IIpoMexyTo4HasT aTTECTAIIHS: 3auem
9K3AMEH, 3a4em ¢ OYeHKOU, 3ayem
O0BeM IUCHUIUIAHEI B 3a4ETHBIX SIUHUALIAX 3 3
O0BeM OUCIHUILUIMHEL B aKaJl. yacax 108 108

3a0unan popma odyuenus

3aounas popma 3aounas Gopma
oOyueHus (akan. o0OyueHus 1o
YacoB) VHIUBHTyJIbHBIM
IUTaHAM B YCKOPEHHBIE
Bun yuebHolt gesitenbHOCTH CPOKH (aKaj1. HacoB)
o
cemecTpam 110
Bcero Bcero cemecrpam
6 cemectp
1. AynuTopHble 3aHATHS, 4aCOB BCETO, 12 12 - -
B TOM YHUCIIE:

* 3aHATHS JIEKIIMOHHOI'O THUIIA, 6 6 - -

* 3aHATHUS] CEMUHAPCKOTO TUTIA: - - - -
MPAKTUYECKUE 3aHATUS 6 6 - -
71a00paTOPHBIE 3aHITHS - - - -

B TOM YHCJIE 3aHATHS B (hopMe MpaKTHUECKOM - -
MIOJITOTOBKH i i

2. CamocrosTenbHas paboTa CTyIEHTOB, 96 96 - -
BCETO

— KypcoBasi paboTa (MpoeKT - - - -
— KOHTpOJIbHAs paboTa + + - -
3.IIpomexyTouyHas aTTecTanus: 3auem - -
9K3aMeH, 3auem ¢ OYeHKOll, 3ayem

HUTOI'O: aK.9acoB 108 108 -

OO01mast TpyA0eMKOCTh 3a4. eI, 3 3 -




5. Conep:xkanue [IUCHUIUVIMHBI, CTPYKTYPMPOBAaHHOE 10 TeMaM
(pasaenam) ¢ ykazaHMeM KOJHYECTBA AaKaJeMHYEeCKHX 4YacoB W BH/0OB
Y4eOHbIX 3aHATHI

5.1. Conepskanue TUCUUIJIMHBI

Tema 1. OcHOBHBIE NPUMHUMIBI  TOCTPOCHHUHA  CceTed M
TeJIeKOMMYHUKAIMOHHBIX CHCTEM

OcHoOBHbIEC MOHATHUS U OOOOIICHHBIN COCTaB BBIUUCIUTEIbHOU ceTu. O0mue
napaMeTpbl  CeTeil:  MPOU3BOAUTEIBLHOCTh,  HAACKHOCTh,  3aIlUIIECHHOCTD
(O6e30MmacHOCTh), OTKA30yCTOWYMBOCTh. | €OPETHYECKHE OCHOBBI  CETEBBIX
texHomoruii. CeTeBble  CTaHAAPTHI W TPOTOKOABL.  OOIHME  TPUHIIUIIHI
MozaenupoBaHus cerer. [IoHsITHe OTKPBITOM CUCTEMBI.

Mopemu OSI u TCP/IP. Ctexu nporokonoB. Ctek OSI ISO. Crex TCP/IP.
CrpykTypa O0i0Ka AaHHBIX NpOoTOKOyNA. WHKamcyndunus AaHHBIX B Ipoliecce
nepempaun. Cpena mnepenayd JaHHBIX M TPOTOKOJBI  (PU3UYECKOTO YPOBHSL
®duznueckast cTpykrypa ceTd. OCHOBHBIE XapaKTEPUCTUKH (HUIUUECKUX JIMHHM
cBs3u. OCHOBBI IU(PPOBOTO KOJUPOBAHUS MPU (POPMUPOBAHUH DIIEKTPOMATHUTHBIX
curHasioB. CBsizb Mexay (GU3MUECKUMHU XapaKTePUCTUKAMM JIMHUN TMepenadyu
CUTHAJIa W OKpY’XKalolled Cpeabl, Crnoco0aMu KOIUPOBAHUS U MPOITYCKHOM
CIIOCOOHOCTBIO JIMHUM, CKOPOCTBIO Mepeaaun JaHHBIX.

Tema 2. JlokajibHbIC BbIYMCJIUTEIbHbIC ceTu(u
TeJIEKOMMYHUKAMOHHBIE KAHAJIbI)
JlokanbHbIE BBIYHCIUTENBHBIE  CETH. HNepapxnueckass CTpPyKTypa CETH.

Kommnonentsl cetu. [lonsatue ctpykrypupoBanHod kaOenbHOU cuctembl (CKC).
[TnanupoBanre u co3manme CKC. Ilportokonsr Ethernet (IEEE 802.3).
AnmnapaTHbI€ CPEICTBA JOKAJIbHBIX CETEW, UX apXUTEKTypa, MPUHLMUIBI PAOOTHI.
KomMmyTartopsr.

[IpoTokosl kKaHamsHOTO YpoBHS (ypoBHs Aoctyna k cetu) JIBC. PesepBupoBanue
KaHaJIOB, MPOTOKOJI CBsA3ytoiero aepesa (STP).

Bupryansusie nokanbhbie cetu (VLAN). IIpotokon VTP.

Tema 3. Oprann3anus Me:xxceTeBO nepeaavn JaAaHHbIX

CrpykrypupoBanue cetu. CereBast aapecanus. IPv4. [logceru. Yopasienue
anpecamu. Ympasinenue cersamu. [Iporokonsr ARP, DHCP. IIpotokon ICMP.
[IpyHIMOBI U aNTOPUTMBI MapHIpyTU3anuu. [IpOoTOKOJBI BEKTOpa pPacCTOSHUS U
cocrostHus coenHenus. [Ipotokon RIPV2.

OcHoBel  IPV6, ocobenHoctn wmapuipytuzanuu, RIPng.  ITporokon
OSPF.JlomeHHass CTpyKTypa CeTH. [paHCHOPTHBIH ypoBeHb. OpraHuzamms
Nepelaun TaHHBIX MEXIY OKOHEeUHbIMU ycTpoiicTBamu. [Iporokonst UDP u TCP.
Opranuzanusi MEXCETEeBOW CBS3HM, MPOBAaWIEpbl, CTPYKTypa ceTu HHTepHer.
Camoynpasinenne Uutepuer. I[Iporokon BGP.

MexceTeBoe 3kpanupoBanue, ¢unbTparus tpaduka. [P- unbtpel, Guibrpanus
o HomepaMm noptoB. TpaHcusauus aapecoB. OpraHuzanus BUPTYaJbHBIX YaCTHBIX
ceTel U BUPTyaabHbIX KaHaoB (VPN, TyHHenupoBaHue).

[TonuTuku oOcay)KUBaHUS, Ka4eCcTBO CBs3H, QOS.



5.2. Pa3nenibl, TeMbl JUCIUIIMHBI M BUABI 3aHATHI

ounasn hopma odyuenusn

Buppl 3aH4THH, BKIIOYas CAMOCTOSITEIBHYIO
paboTy CTyIeHTOB (B akaJ.4acax) Kon
Ne HanmenoBanmne HpaxTuieckne
0 pasnena, WHIUKaTOpa
1/ TEeMBI JUCLIMILIMHBI SatuTHA SAHATHS / 3 camoc= JIOCTHKEHMS
JIEKIIMOHHOTO | HUX B opMe | TosTeIbHAS
9 KOMITETEHIUN
THIIA MPaKTUYECKON pabora
[IOJITOTOBKH

1. | Tema 1. OcHoBHEIE 4 16/- 20 N-1lonk-s
MIPUHITUTIBI TTOCTPOCHHMS
ceTel u
TEJIEKOMMYHHUKAITMOHHBIX
CHUCTEM

2. | Tema 2. JIokanpHbIE 6 12/- 20 N-1omnk-3
BBIYUCIIUTENIbHBIC CETH (1 N-2 onk-s
TEJIeKOMMYHUKAIIMOHHBIE
KaHaJIbl)

3. | Tema 3. Opranuzanus 6 4/- 20 UJI-1onk-3
MEXKCETEBOH TMepeaaun N-2 onk-s
JaHHBIX
Hroro 16 32/- 60

3a0unasn hopma odyuenus
Buel 3aHTHIA, BKIIIOUAsi CAMOCTOSITENIbHYIO Kon
paboTy CTyIeHTOB (B akaJ.4acax) WHIUKAaTOpa

No HaumenoBanue paszzena, 3aHATHS [TpakTudeckue caMoc— JIOCTUKCHHS

o TEMBI TUCITUIIINHEI JIEKIIHOHHOTO 3aHATHS / U3 TOSATENIbHAS | KOMIIETEHIIUN
THIIA HUX B popme pabota
MIPaKTUYECKON
MIOATOTOBKHU

1. | Tema 1. OcHOBHEIE NJ-1onk-3
MIPUHIIMITBI TTOCTPOSHUS
ceTel u 2 2/- 25
TEJIEeKOMMYHHUKAIIMOHHBIX
CHUCTEM

2. | Tema 2. JlokanbHble W/1-1omnk-3
BBIYHCIIUTENLHBIE CETH (U 9 9/ 26 WI-2 onks
TEJIeKOMMYHUKAIIMOHHBIE
KaHaJIbl)

3 | Tema 3. Opranusanus UJI-1onk-3
MEXCETEeBOU TIepeIaun 2 2/- 25 N-2 onk-s
JTaHHBIX

4 | BelnonHeHHE ) ) 20 UJI-1onk-3
KOHTPOJIbHON PabOThI N-2 onk-s
Hroro 6 6/- 96




5.2. llepeyeHb MPAKTHYECKHUX 3AHATHH

Neri/nn

HanmenoBanmne pasaciia,
TEMBbI AUCLHUITIINHBI

HaumenoBanue
MPaKTUYECKOTO
3aHATUSA

O0beM OUCIHUIINHEI B aKal.

qacax

OYHasn

dhopma
o0y4yeHHs

O4YHO-
3a04Has1

dhopma
00y4YeHHS

3a04YHast

dhopma
oOy4deHus

Tema 1. OcHOBHEIE
MPUHIUIIBI TOCTPOCHUS
ceTel u
TEJIEKOMMYHUKAIIMOHHBIX
CHCTEM

1. OcHoBbI
KOH(UTypaIu
MapIIpyTu3aTopa

2. Iloctpoenue
KOMMYTHPYEMBIX
cereit. MAC-anpeca.
[Iporokon ARP.
IIpoToKoI CBA3YIOIIETO
nepeBa STP.

3. Ioctpoenue
KOMMYTHPYEMBIX
cerel. BuprtyanbHbie
JIOKAJIbHbBIE CETH.
[Iporokon VTP

4. Craruueckas
MapuIpyTU3anusl.
[Ipotokon IPv4.

4

1

Tewma 2. JlokanbHbIE
BBIYUCIIUTEILHBIC CETH (U
TEJICKOMMYHUKAIMOHHBIC
KaHAaJIbI)

5. Junammueckas
MapuIpyTH3alus B
JIOKAJIbHBIX CETSX.
IIporokon RIP.

6. Juaamuueckas
MapuipyTH3alus B
JIOKQJIbHBIX CEeTSX.
IIporokosn OSPF
7. Junamuueckoe
Ha3HAYEHUE
napamerpos [P
nporokoiia. IIpoTokon
DHCP

Tewma 3. Opranuzauus
MEXCETEBOM Nepetaun
AHHBIX

8. Opranuzanus
B3aUMOJIEVCTBHUS
JIOKaJIbHBIX U
JI00ABHBIX CETEH.
Tpancnsauus IP
anpecos. [IpoTokon
NAT

9. 3amura ceten
cpencrtBamu [0S.
CranpmapTHeie U
pacuIMpeHHbIE CIUCKHU
JIOCTyTa

Hroro

32




5.3. [lepeuensb J1a6OpaTOPHBIX padoT
JlabopamopHhvie pabomul He NpedyCMompeHol.

5.4. 3agaHus 1JIs1 CAMOCTOATEJIbHO padoThI CTY/IEHTOB

HaumenoBanue
pasnena, TeMbl
TUCILAIUINHEL

3amaHust, BOPOCHI, IS
CaMOCTOSITENIEHOTO
n3ydeHus (3a1aHus)

OO0beM OUCHUILIMHEI B aKaJ. yacax

O4YHas

dbopma
o0yuyeHHs

OYHO-
3a04YHas
dbopma
00y4eHus

3a04Hasn

dhopma
o0y4YeHHS

Tema 1. OcHOBHEIE
MPUHIUIIBI TOCTPOCHUS
ceTel u
TEJICKOMMYHUKAIIMOHH
BIX CUCTEM

1. Unrepner. Uctopus
pazButusi. ARPANET,
NSFNET. Apxurektypa
ceren

2. CereBoe MporpaMMHOE
obecnieuenue. CiayxObl U
MIPOTOKOJIBI

3. Crangaptusanus B
CETEBBIX TEXHOJIOTUAX
3ananue. WuTepuer
COCTOMT U3 OrPOMHOIO
yrcina ceteid. Ix B3aumHoe
pacnosoxeHue
ompefenseT  TOMOJOTHUIO
WuTepuera. OueHb MHOIO
uHpOpMallUM HA  TEMY
TONOJIOTHH HNurepuera
MOYHO HalTH Ha
pa3auaHbIX BeO-caitax. C
MTOMOIIBIO MOMCKOBBIX
IpOrpaMm HaunTe
COOTBETCTBYIOILYIO
MH(OPMALIMIO U HAITUIINTE
KpaTKUil OTYET MO UTOraM
HCCJIEJOBAHMSI.

5

10

25

Tema 2. JlokanbHble
BBIYHCITUTEILHBIC
ceTu(u
TEJICKOMMYHUKAITHOHH
bI€ KaHAJIbI)

1.becnipoBoHas CBSA3b.

2. YIIIoTHeHHEe (PPOBBIX
CUTHAJIOB.

OcHoBBI (PUKCUPOBaAHHOMN
TeneOHHOM CBSI3U U
CHCTEM
TEJIEKOMMYHUKAIIi1
OGHapyxeHue ommndoK
IpU nepeaye JaHHbIX

3. Kimaccuueckuit
nporokos CSMA ¢
00HapyXECHUEM KOJUTU3UH
becnipoBoHbIE TOKATBHBIE
ceTH

15

26

Tema 3. Opranuzanus
MEXCETEBOH Nepenadu
JaHHBIX

1. Anroputmsl
MapuIpyTU3aluN
[TpoTokou IP v6

10

25




TpaHcnopTHbIE
MPOTOKOJIBI peanbHOro
MacmTaba BpeMeHH

2. YrpaBiieHHE B S)
nporokoje TCP
[Tpobnembl  TpPOIYCKHOU
CHOCOOHOCTH COCTUHCHUS
Ha TPAHCIIOPTHOM YPOBHE

4 | Beirosngenue - - 20
KOHTPOJILHOH paboThI
Hroro 60 - 96

6. PacueTHo-rpaduueckas pabora
PacuetHo-Tpaduueckas pabora HE MpeAyCMOTpPEHA.

7. KypcoBasi padora
KypcoBas paboTa He npeaycMoTpeHa.

8. KypcoBoii npoekT
KypcoBoii poeKT He MpelyCMOTPEH.

9. KonrposabHas padora
KonTtponbHas paboTa mpeaycMOTpeHa JiJisi CTyICHTOB 3a04HOM (hOpMbI 0OyUYeHUS B
6 cemectpe.

KoHTposibHast paboTa 3aKIt04aeTcsl B BHITOJIHEHUH 33JaHUI M0 JUArHOCTUKE
CETEBBIX MOJAKIIOUCHUM Ha KOMITbIOTEpaX.

CTpyKTypa KOHTPOJIbHOM padoThI:
1 .TATyABHBIN JTUCT.
2. OnpeneneHne U aHau3 TEKYIIUX HACTPOEK CETEBOTO MOIKIIOYCHUS
3. Ucnonws3oBanue komanabl PING € kmogamu, MOAU(PHUIMPYIOMUMA TapaMeTPhl
JTAarHOCTUKHU:
— KosmuecTBo OTIPaBISIEMBIX TAKETOB;
— Pa3mep nmakeTos;
— TalimMayT O)XUIaHUS OTBETA,
— 3nauenue TTL;
— 3anper (pparmMeHTauu NaKeTOB.

4. Vicnonw3zoBanue komauasl T RACERT ¢ xirouamu, MOIuUIUPYIOITUMHU
rapaMeTphbl IMarHOCTHKH.

5.Ucnonws3zoBanne komanapl ARP C kirogamu, MoauGUIIMPYIONTUMU TTapaMeTPhl
JIMarHOCTUKH.

6.Ucnonbs3zoBanne komanapl NSLOOKUP c¢ kintouamu, Mmonuduumpyrommmu
napameTpbl AUArHOCTUKH.




10. OueHouyHble cpeacTBa AJs NMPOBEAECHUS TEKYLIEro KOHTPOJS H
MPOMEKYTOUYHOM aTTeCTAUN

OueHuBaHue pe3ydbTaTOB OOy4YeHUsT MO JUCHUIUIMHE ¢ YpPOBHSA
c(hOpPMHPOBAHHOCTH KOMIMETEHIMI (YacTH KOMIIETEHIIMM) OCYIIECTBIISIETCS B
paMKax TEKYyLIEro KOHTPOJsS YCHEBAEMOCTH M NPOMEXKYTOYHOM aTTECTalud B
cooTBETCTBUM ¢ DOHIOM OIIEHOYHBIX CPEICTB.

IIpumepsI BONIPOCOB IS 3a4eTa

1. ®wusnueckue Tononoruu. Paznuuneie BUAbI Tpaduka.

2. MHoroypoBHeBoe mocTpoeHue ceTeil. OTKpbIThie cucTeMbl. Mojenb
OSl.

3. Tlpotokonst u untepdericel. Ctex OSI. MexayHapoaHble opraHu3aiiu
U CTaHJapTHI.

4. ®usnueckuidl ypoBeHb W CpEIbl MEpelaud JaHHbIX. XapaKTePUCTUKH
(bu3znyecKux JUHUMN CBsI3U. BUTHI 1 6OBI.

5. Monynsamus npu niepegade CUrHaioB. [loTeHIMANbHBIE U UMITYJIbCHBIC
MeTO/Ibl KogupoBaHusi. OOHapyXeHUE U KOPPEKLHS OIIHOOK.

6. KananpHbiii ypoBeHb. JlokanbHbIE CETH C pa3feiseMoil cpenou
nepenadn. MeToJpl 10CTyIa K Cpejie nepeiadn.

7. MAC-ampeca. CSMA/CD. Jlomen xommm3uii. CTpyKTypHUpOBaHHBIE
KaOeJIbHBIE CUCTEMBI.

8. Kommytupyemsie cetu nepenaun. [IInpokoBemaTenbHbIN TOMEH.

9. Anroputm npo3payHoro Mmocta. KoMmMmyTtatopsr.

10. IIportoxonbr Ethernet cemeiicta 802.3. IIpoToKoN CBA3YIOMIETO JAepeBa
802.1D(STP).

11. Buptyaneubie cetu u npoTtokon 802.1Q. Ilporoxkon VTP kommnanuum
Cisco.

12. Certu 6ecnipoBogHOro nocryma. [Iporokomnsr 802.11.

13. CereBoii ypoBeHb. Anpecariusi B cteke npotokosoB TCP/IP.

14. Ctpykrypa cteka nporokosoB TCP/IP. Ceressie IP-anmpeca.

15. ®opmart IP-anpeca. Knaccwt IP-agpecoB. OcoOwie [P-anpeca.

16. Jlmana3oHsl YacTHBIX ajapecoB. lcmomp3oBanue wMacok mnpu IP-
aJipecaluu.

17. Tlopsimox HazHauenusi IP-ampecoB. lleHTpanu3oBaHHOE pacmpeaesieHue
aJipecoB.

18. beckmaccoBas aapecanusi(CIDR). Cs3s IP u MAC-anpecos. [IpoTokon
ARP.

19. Cucrema  DNS.  IIpoctpanctBo  DNS-umen.  Hepapxuueckas
opranuzanus DNS.

20. Pa3nenenue mpocTpaHCTBA MMEH MEXIY cepBepaMu. PexypcHBHbBIE U
HEPEKYPCHUBHBIE 3aIPOCHI.

21. Kopnessie cepBepbl. O0paTHas 30Ha. [Iporoxon DHCP.

22. Cratnueckas MapuIpyTHU3aLus. [TpoTokobI JTUHAMUYECKON
MapHIpyTH3AIUH.



23. JluctaHIIMOHHO-BEKTOpHBIE TTpoToKOoIbl MapiipyTuzauuu RIP u EIGRP.

24. IIpotokonsl cocrosinus cBsazei. [Ipotokon OSPF.

25. [loctpoenue Tabauipl MapuipyTuzanuu. B3aumonelcTBre MpoTOKOJIOB
MapuIpyTH3ALHH.

26. ITporokosnsl TpancnoptHoro ypoBHsi TCP u UDP. ITopTei. COKeThl.

27. Ilporokon UDP wu UDP-ne#itarpammsl.  [Ipotokon TCP u TCP-
CErMEHTHI.

28. Jlornueckue coeauHEHUsS W TpexcTopoHHee pykomoxkatue B TCP.
MeTtoabl KBUTHPOBAHUSI.

29. Metoa mpocTOsi MCTOYHUKA. METOJ CKOJB3AIIEr0 OKHAa B MPOTOKOJE
TCP.

30. Opranmu3zanusi MEXCETEBOM CBSA3M, MPOBAWIEPHI, CTPYKTypa CETH
Hurtepner. Camoynpasnenue Muatenert. [Iporokosn BGP.

31. I'pynnoBoe Bemjanue. CtanmapTHash Mojelb rpymmnoBoro BemaHusi IP.
AJpeca rpynmnoBoro BEIIaHHUs.

32. [Iporokon IGMP. Ilpunnumnel MapmipyTuzauuu Tpaduka rpyrrnoBOro
Belanus. [IpoTokoIibl MapiIpyTHU3alliy IPYNIOBOTO BEIIAHMUS.

33. OunbTpanus Tpaduka U OCHOBBI CETEBOM 0€3011aCHOCTH.

34. llpuxknagnsie mpotokoisl Telnet, FTP, SMTP, POP, HTTP.

35. IP-tenedonus. ITpotokon SIP.

36. Yopasnenue cersimu. [Ipotokora SNMP.

37. Ilpumenenne mporokona ICMP mims AMarHOCTUKM HEHWCIPABHOCTEH B
CeTsX.

38. Ilpotokon Tpancmsiuu ceteBbix aapecoB NAT u ero mpumeHeHue B
cetu HTEpHET.

11. YueOHO-MeTOAMUYECKOE 00ecnIeYeHue TUCIUIIINHBI

11.1. PexoMeHayemas Jureparypa

1. YekmapeB, 0. B. BplunciauTenbHble  CHUCTEMBI, CETH H
tenekommyHukammu /KO, B. YekmapeB. — 2-e m3a. —  CaparoB
[TpodobpazoBanue, 2019. — 184 c. — ISBN 978-5-4488-0071-9. — Tekcr :
anekTponubiit // Ludposoit o6pazoBarensHbiil pecypc IPR SMART : [caitT]. —
URL: https://www.iprbookshop.ru/87989.html . — Pexum goctyma: s
aBTOPU3HP. MOJIB30BATENEH

2. TomopxoB, C. C. KowmmboTepHsie ceTd AJd  MPOJBUHYTHIX
nosnb3oBateneit [Dnexktponnsii pecypc] / C. C. TomopkoB. - Mocksa : JIMK

[Ipecc, 2009. - 192 c. - [ISBN 5-94074-093-6 Pexum pocryna:
https://e.lanbook.com/book/1170
3. IIpockypsikoB, A. B. Komnerotepasie cetu. OCHOBBI MOCTPOCHUS

KOMITBIOTEPHBIX CETeH W TEJICKOMMYHHKAIUN [DJIEKTPOHHBIA pecypc] : ydeOHoe
nocobue / IlpockypsikoB A.B. - Mocksa : UznatensctBo FODY, 2018. - 201 c. -
ISBN 978-5-9275-2792-2 Pexum nocryna: http://www.iprbookshop.ru/87719.html

4. KommpioTepHble ceTd [DNEKTPOHHBIM pecypc] : y4yeOHHK /
Kapramesckuit B. I'. - Camapa : [ToBOMKCKUI TOCYJapCTBEHHBIM YHUBEPCUTET



https://www.iprbookshop.ru/87989.html
https://e.lanbook.com/book/1170
http://www.iprbookshop.ru/87719.html

TeleKoMMyHuKauuidi u uHpopmaruku, 2016. - 267 c. Pexum poctyma:
http://www.studentlibrary.ru/book/ISBN5940740936.html

5. TomopkoB, C. C. KommnbploTepHble CceTH [JIs  MPOJABUHYTHIX
nosib3oBatenert / TomopkoB C. C. - Mocksa : JIMK Ilpecc. - 192 c. (Cepus "C
koMmibtoTepoM Ha Thi!") - ISBN 5-94074-093-6. - Tekcr : anexkrponHsiii // 3bC
"KoHcynbTanT cTyaeHTa" ; [caiiT]. - URL :
https://www.studentlibrary.ru/book/ISBN5940740936.html  (mata  oOpareHus:
01.09.2021).

11.2. Ilepuoguyeckue U3IaHUs

1. Int. J. Communication Networks and Distributed Systemszo./Editors in
Chief: Dr. SudipMisra, Dr. Isaac Woungang, - Inderscience Publishers/ - ISSN
online: 1754-3924, ISSN print: 1754-3916. - 8 issues per year.

2. Networks/ Edited By: Dr. B. L. Golden and Dr. D. R. Shier. - Wiley
Periodicals, Inc., A Wiley Company. - ISSN: 1097-0037

11.3. HopMaTHBHO-NIPaBOBbI€ AKTHI U HHbIE MPABOBbIE JOKYMEHTbI

I'OCT 34.602-2020 NndopmainimoHHbie TeXHOJIOTUH. KOMILIEKC CTaHIapTOB
Ha aBTOMATH3UPOBAHHBIE CHUCTEMbI. TEXHHYECKOE 3aJlaHU€ Ha CO3JaHue
aBTOMATU3WPOBAHHOW CHUCTEMBI @ MEXKIOCYJIapCTBEHHBIN CTaHAApT @ H3JaHUE
oduImanbHOe: YTBEpXJACH M BBeleH B jeciicTBue Ilpukazom DenepaibHOTO
areHTCTBA M0 TEXHUYECKOMY PEryJIUPOBAHUIO U METPOJIOTUH OT 19 Hoa0ps 2021 r.
N 1522-ct : Jlata BBegenus: 2022-01-01 / Pazpaboran AKIIMOHEPHBIM OOIIECTBOM
"Bcepoccuiickuii  HaydyHO-UCCIEIOBATEIbCKUM HHCTUTYT cepTudukamuu” (AO
"BHUMC") 51 Oo6mecTBoM c OTPAaHUYEHHOU OTBETCTBEHHOCTBHIO
"MndpopManmonHo-aHamMTHYECKU BhIuUcaUTENbHbIA LEeHTp" (OO0 HMABII). —
MockBa: Pocculickuii  MHCTUTYT craHpaptu3auuu. 2022. - Tekcr
HETOCPEACTBEHHBIN.

11.4 IlepeyeHb 3JIEKTPOHHO-00pa30BaTeJIbHBIX PECYPCOB

1. VYdeOHo-meTonmuueckue Marepuaibl 1o jauciumuimHe «Cetu u
TeJIEKOMMYHUKAIMW» (3JEKTPOHHBIN 00pa3oBaTenbHbIi pecypc pazmenieH B MOC
OTU CI'TY umenu I'arapuna FO.A.

http://techn.sstu.ru/new/SubjectFGOS/Default.aspx?kod=813

2. Caiit OTU (pumman) CI'TY umenu [Narapuna FO.A. http://techn.sstu.ru/

11.5 D71eKTPOHHO-0MOJIMOTEYHbIE CUCTEMbI
1. «XOBC IPR SMART»,

2. «9BC elibrary»

3. ObC «KOHCVYJIbTAHT CTYJJEHTA»

11.6. Pecypcbl UHG(POPMANMOHHO-TEIEKOMMYHUKAIMOHHON  ceTH
«AHTepHeT»


http://www.studentlibrary.ru/book/ISBN5940740936.html
https://docs.cntd.ru/document/727263806#64S0IJ
https://docs.cntd.ru/document/727263806#64S0IJ
https://docs.cntd.ru/document/727263806#64S0IJ
http://techn.sstu.ru/new/SubjectFGOS/Default.aspx?kod=813
http://techn.sstu.ru/

KomneiorepHsie cetn U TenekoMMmyHukanuu. Onnaiin yueonuk. B. A. Tkauenko.

Copyright © OO6yuyenne B HMurepuer, 2007 - 2011.AllIRightsReserved.
VladimirTkachenkoPexummoctymnahttp://www.lessons-tva.info/edu/telecom.html.

11.7. IleyaTHbIe U JJIEKTPOHHBbIE 00pa30BaTe/IbHbIE pecypchl B popmax,
aJANTUPOBAHHBIX [UI CTYACHTOB ¢ OIPAHMYEHHBIMH BO3MOKHOCTAMH
310POBbA (IJI TPYII M IOTOKOB € TAKUMHM CTYACHTAMH)

1. AnantupoBanHasi Bepcus HOb, nind ucnonb3oBaHUsT WHBAIWIAMH U
JIUIaMH C OTPAaHUYEHHBIMU BO3MOKHOCTSIMU 310POBBSI

Obyuarowuecs uz yucia uneanuoos u auy ¢ OB3 obecneuenvt neuamuvimu u
(unu)  2NEKMPOHHLIMU — 00pA308amMeENbHbIMU — pecypcamu 8  ¢hopmax,
a0anmupoBaAHHbIX K 02PAHUYEHUIM UX 300PO8bS.

12. UudopMaumoOHHO-CIPABOYHBbIE CHCTEMbl U HNpodeccHOHATLHbIE
0a3bl JaHHBIX

OOyuaromuMcest obecriedueH aoctyn (yIajJeHHBIM JOCTyI), B TOM YHCIE B
cilydae IPUMEHEHUS AJIEKTPOHHOTO 00yUYeHHs, TUCTAaHIIMOHHBIX 00pa30BaTEIIbHbIX
TEXHOJIOTUM, K COBPEMEHHBbIM MNpodecCUOHATbHBIM 0a3aM  JaHHBIX W
MH(OPMAIMOHHBIM CITPABOYHBIM CHCTEMaM.

12.1 Ilepeyenb HHGPOPMALMOHHO-CIIPABOYHBIX CHCTEM
DOneKTpOHHBINH (POH HOPMATUBHO-TEXHUYECKOW U HOPMATUBHO-TIPABOBOM
undpopmanuu Koncopimyma «Kogekc» Docs.cntd.ru

12.2 IlepeyeHs npoeccHOHATBLHBIX 023 TAHHBIX
He UCNOIb3YIOMCA

12.3 TlepeyeHb UH(OPMAUMOHHBLIX TEXHOJIOTHI, WCIOJb3YyeMbIX MPH
OCYILIECTBJIEHHUN O00pa30BaTebLHOI0 Mpolecca M0 JAUCHUIIMHE, BKJIKYAA
nepevyeHb MPOrpaMMHOI0 o0ecrieyeHust

OO6pa3oBaTeNbHBIM MpOIIECC MO IUCHMIUIMHE oOecredeH HeoOXOIUMBIM
KOMITJIEKTOM JIMIICH3MOHHOTO M CBOOOJHO PAacMpOCTPAHSIEMOTO MPOTPAMMHOTO
oOecrieUyeHrs, B TOM YHCJIE OTCYCCTBCHHOIO IMPOM3BOJACTBA  (IOJJICIKUT
OOHOBJIEHUIO MTPU HEOOXOJIUMOCTH).

1) JluneH3noHHOE MporpaMMHOe 00ecIieYeHHe
Microsoft Windows10, Microsoft Office 2010 (Word, Excel, PowerPoint),

2) CB0OOOIHO pacmpocTpaHsIeMOe MPOrpaMMHOE 00eCTIeueHHE
Open office

[Mporpammuoe obecrieuenue: Microsoft Windows 7, Microsoft Office 2010
(Word,  Excel, PowerPoint), = MSDNAcademicAlliance  (VisualStudio;
Kopmopatusnbie cepsepsl .NET: WindowsServer, SQLServer, ExchangeServer,
CommerceServer, BizTalkServer, HostIntegrationServer,


http://www.lessons-tva.info/edu/telecom.html

ApplicationCenterServer, Systems ManagementServer); Graphical Network
Simulator(GNS-3), GoogleChrome.

Kaxnpiii  oOywaromuiics B  TEYeHHME BCEro mepuoaa  oOydeHus
o0ecrieunBaeTCss WHINBUIYATbHBIM HEOTPAHWYCHHBIM JOCTYIIOM K AJIEKTPOHHO-
OMOMMOTEYHON CHUCTEeME M BJICKTPOHHOW HMH(POPMAIIMOHHO-00pa30BaTEIHLHON

cpene.

13. MaTepuajibHO-TeXHUYECKOe oOecreyeHmne

OOpazoBaTenbHBIA MpoLEcC OOecredeH Yy4eOHbIMU ayAUTOPUSMU IS
MPOBEICHUS YUCOHBIX 3aHATUN JICKIIMOHHOTO THUIA, 3aHATUA CEMUHAPCKOIrO THUIIA,
IPYNIOBBIX U WHJIMBUAYAIbHBIX KOHCYJbTALMM, TEKYyIIEr0 KOHTPOJIS U
IPOMEKYTOUYHON AaTTeCTallud, MNOMEIMICHUSAMHU [JIsl CaMOCTOSATEIbHON padoThI
CTYJEHTOB.

VY4eOHblE ayJUTOPUM OCHAUIEHHBI OOOpPYAOBaHUEM U TEXHUYECKUMH
CpeACcTBaMH OOY4YEHHUsI, KOTOPBIE BKJIIOUAIOT B €0 y4eOHYIO MeOeb, KOMIUICKT
MYJIbTUMEIUMHOTO 000PYI0BaHUS, B TOM YHCJIE IEPEHOCHOTO (IIPOEKTOP, IKPaAH).

[lomenienuss s CaMOCTOSATENBHOM padOThl O0YYAIOIIKMXCS OCHAIIEHBI
KOMITBIOTEPHOW TEXHUKOM C BO3MOXHOCTBIO MOJKIIOUECHUS K ceTh «MHTEepHET» 1
o0ecrieueHneM JocTyna B 3JIEKTPOHHYIO HH(OPMalMOHHO-00pa30BaTEIbHYIO
cpeny OTHU (bunman) CI'TY umenu ["arapuna FO.A.

Pabouyto nporpammy
COCTaBUII Y,
nouent kapeapst EMH (=t /Crapyxun I1.1O./

«20» nrons 2023 1.



14. TonosiHeHns 1 MI3MEHEHUs1 B padoyeil mporpamme

Pabouas mporpamma nepecMoTpeHa Ha 3ace1aHuu Kadeapsl
« » 20 rojaa, mpoTokos Ne

3aB. xadenpoii / /

BHecennbie n3MeHeHus yTBepxkaeHbl Ha 3acenannu Y MKC/YMKH

« » 20 _ ropma, mpoTokoa Ne
[Mpencenarens YMKC/YMKH / /




