OHIeNbCCKUN TEXHOIOTMUECKUNA HHCTUTYT ((punan)
(enepanbHOro rocyJapCTBEHHOTO OOIKETHOTO 00pa30BaTEILHOTO YUPEKICHMUS
BBICILIET0 00pa30BaHMs
«CapaTOBCKUl TOCYAapCTBEHHBIN TEXHUYECKUI YHUBEpcUTEeT MMeHH ['arapuna 10.A.»

Ka(bezlpa «EcTecTBEeHHBIE 1 MAaTEMAaTUYCCKHUE HaYKHN»

PABOYAS ITPOI'PAMMA

10 JUCLUILINHE
b.1.1.13 CeTHu 1 TeJ1IeKOMMYHHUKAIMU

HaIPaBJICHUS TIOJITOTOBKU
09.03.01 «1udopmaTrKka U BEIYACTATEIbHAS TEXHUKA)
npo¢uis: «[IporpaMMHOE OOecrieueHUE CPEACTB BRIYUCIIUTEIBHON TEXHUKH
Y aBTOMATHU3HPOBAHHBIX CHCTEM)

®opMbl 00yUeHHs: OYHAs, 3a0YHAs
O0BEM TUCLUIIINHEL:
B 3Q4YETHBIX €IUHUIAX: 3 3.€.
B akageMuueckux yacax: 108 ax.u.

Dnrennc 2025



PaGouas  mporpamma mo  gucrmmummHe  b.1.1.13  «Cetm wm
TeJIeKOMMYHUKauuuy st Hanpasnenus noarotoBku 09.03.01 «Uudopmaruka u
BBIYUCIUTENbHAS TEeXHHUKa», mpoduib: «lIporpammuoe obecrneueHue CpeicTB
BBIYHMCIIUTEILHOM TEXHUKM W aBTOMATU3MPOBAHHBIX CHCTEM» COCTaBJ€Ha B
COOTBETCTBHHU c TpeOOBAHUSIMU denepanbHOrO roCyJ1apCTBEHHOT O
oOpazoBarensHOT0 craniapta Beiciiero oopaszoBanus 09.03.01 «Mudopmatuka u
BBIYHCIIUTENbHAS TEXHUKA», YTBEPKACHHBIM MpuKkazoM MuHoOpHayku Poccun Ne

929 or 19.09.2017 r. ¢ u3MeHeHUsIMU BHECEHHbIMU mpukazoM Ne 1456 ot 26
11.2020 .

PabGouas nporpamma:

00CY’K/IeHa W PEKOMEHI0BAHA K YTBEP)KIACHHUIO pelicHHeM Kadeapbl
«EctecTBenHbIe 1 MaTeMaTHaeckue Haykm» oT «11» anpens 2025 r., mpoTokom No

16
3aBenyromuii kadeapoi & 77&/ ~ /Kumuna E.B./

MOJITHUCH d.1.0.

ono0pena Ha 3acenanuu Y MKH ot «14» anpens 2025 r., mpotokon Ne 4.

[Ipencenarens YMKH 7 ;—,@‘}7{" /XKummua E.B./



1. Henu v 3a1a4m AU CHUTLTAHBI
[ens npenogaBanus IUCUUIUIMHBL: TPUOOPETEHHE KOMIIETEHIIUN, 3HAHUM, YMEHUN
Y HaBBIKOB B 00siactu ceteit DBM U TelleKOMMYHUKAITMOHHBIX CUCTEM.

3aauv N3y4eHUs AUCLUIUIMHBL:
- OCBOCHHUE TEOPETUYECKUX ACIIEKTOB IPOEKTUPOBAHUA U CO3AaHMs ceTed OBM u
TEJIEKOMMYHHUKAIIMOHHBIX CUCTEM,
- NPUOOPETEHHE MNPAKTUYECKUX HABBIKOB B IUIAHUPOBAHMHM M CO3JAHUM TaKHX
CUCTEM,
- npuoOpeTeHue MNPAKTUYECKUX HAaBBIKOB II0 HACTPOMKE NPOrpaMMHBIX H
anmnapaTHbIX CPEJACTB 00€CIIEUEHUs TAKUX CUCTEM.

2. Mecro aucuuniaunsl B crpykrype OIIOII BO
Huciunnuaa b.1.1.13  «Cetn U TEIEKOMMYHUKALMM» OTHOCHUTCA K
o0s13aTenbHOM yacTu yueoHoro 1miaHa bioka 1 «luciurminabl (MOTYIIN ).

3. TpeGoBaHus K pe3yabTaTaM OCBOCHHS 1M CHUIIMHBI

W3ydyeHne JUCHMIUIMHBI HANpaBlieHO Ha (OPMUPOBAHMUE CIIETYIOIIUX
KOMITETEHIINM:

OIIK-3. CnocobeH pemath CTaHIapTHBIE 3a/1a4d MTPOPECCUOHATIBHON
NEeATEIbHOCTH Ha OCHOBE MH(POPMAIIMOHHOM U OMOIuorpauyeckoi KylabTyphl €
IpUMEHEHUEM UH(OPMAIMOHHO- KOMMYHUKAILIMOHHBIX TEXHOJIOTHI U C YYETOM
OCHOBHBIX TpeOOBaHUI MH(OPMAIIMOHHON O€30aCHOCTH

OIIK-5. CnocobeH UWHCTAUIMPOBaTh NPOTPaMMHOE M anlapaTHOE
oOecrieueHue i1 UHPOPMAIIMOHHBIX U aBTOMaTU3UPOBAHHBIX CUCTEM

[lepeyeHb IIIAHUPYEMBIX pPE3YyIbTATOB OOY4YEHUS 1O JUCLUIUIMHE,
COOTHECEHHBIX C IUIAHUPYEMBIMH pe3yJbTaTaMH OCBOEHHUS 00pa3oBaTEIbHON

MIPOTpPaMMBI.
Kox n HaumeHoBaHue Kon n HaumeHnoBaHue nokasarens
KOMIIETECHIIH HAaNMEHOBAHHE OIICHUBaHUS
(pe3yabTaT OCBOCHMS) MHIMKATOpa (pe3ynpTaTta 00y4eHHs MO JUCLUIUIMHE)
JOCTIKEHUS
KOMIIETEHINH
(cocraBmsronIei
KOMITETEHITHH )
OIIK-3. CriocobeH pemiath NI-1 onk-3 3naer:
CTaHJapTHBIE 3a/1a41 Pemraer 3a1aun | mpUHIUIBI PYHKIMOHUPOBAHUS U
npodeccnoHanbHOMN JUArHOCTHKU U | YCTPOMCTBO KOMMYTaTOPOB H
JesITeIbHOCTH Ha OCHOBE HACTPOUKH MapuIpyTHU3aTOPOB;
WHPOPMAIIMOHHON 1 aKTUBHOTO MIPUHITATT MHOTOYPOBHEBOTO
O6ubnuorpaduyeckoit KyabTypbl | CETEBOTO (YHKIIMOHUPOBAHUS KOMITBIOTEPHBIX
C IPUMEHEHUEM o0opyoBaHuUS cereil Ha ocHOBE Mozenu OSI;
UH(pOPMAIMOHHO- pasnuyHble Bepcuu npotokoina Ethernet;
KOMMYHHUKAITHOHHBIX NTOPUTMBI ()YHKIIHOHHUPOBAHUS
TEXHOJIOTHI U C yYETOM nporokona 802.1Q, STP, VTP;
OCHOBHBIX TpeOOBaHUI npoTtoko: IP, kmaccel aapecos,
MH(pOPMAIMOHHOM IPUHIUIIBI pacyeTa MoICceTel;
0€30MMacHOCTH




TEXHOJIOTMH MePeIayu JAHHBIX 110
Pa3NUYHBIM (PU3HUUECKUM cpellaM
nepeaayy;

0COOEHHOCTH IPOTOKOJIOB
TpancnoptHoro ypoBHs TCP u UDP;
Ymeer:

BBIIIOJIHATh YCTAHOBKY M HACTPOUKY
ceTeBoro uHTepgeiica NepcoOHATBHOTO
KOMIIBIOTEDA;

IIPOEKTUPOBATh U CO3/1aBaTh JIOKAJIbHBIE
KOMIIBIOTEPHBIE ~ CETHM  OpraHU3aLHM,
BKJItOUasi coequHenue ¢ uTepHer;
BBISIBJIATh U YCTPAHSATh HEHCHPABHOCTH
JOKAJIbHBIX  KOMIIBIOTEPHBIX  CETel
OpraHu3alui, BKJII0OYas HEHCIPABHOCTU
coenuHeHus ¢ MarepHer;

Baaneer:

- HaBbIKAMU YCTAHOBKM U HaCTPOMKHU
cereBoro wuHTep(eiica NepcOHATBHOTO
KOMIIBIOTEPA;

-HaBBIKAMHU IPOEKTUPOBAHUS u
CO3[1aHUs JIOKAJIBHBIX KOMIIBIOTEPHBIX
cerei OpraHu3aIui, BKJTIOYAs
coenuHeHue ¢ MHTepHer;

- HaBbIKaMU JUarHOCTUKH U

YCTpAaHEHUS] HEUCIIPAaBHOCTEMN
JIOKQJIbHBIX KOMIIBIOTEPHBIX CETEH
OpraHu3aluii, BKJIt04Yas HEeUCIPAaBHOCTU
coerHeHus ¢ MaTepHer

OIIK-5. Crniocoben
MHCTAJUIUPOBATh IPOrpaMMHOE
U arnrapaTHoe obecriedeHue Ais
MH(POPMAaLMOHHBIX u
ABTOMATU3HWPOBAHHBIX CUCTEM

UN-2 onk-s
VYuyacTByeT B
Pa3BEPTHIBAHUHA
CEpBEPHOIo U
aKTUBHOTO
CETEBOTO
o0opynoBaHus

3HaeT: OCHOBBI CUCTEMHOTO
aJIMUHHUCTPUPOBAHUS ceTeBOM
UH(QPaACTPYKTYPBHI, COBPEMEHHEIE

CTaHJApThl CETEBOTO B3aUMOACHUCTBUS
Ha ocHoBe Mozenu OS]

YMeeT: BBINOIHATH MapaMETPUUECKYIO
HaCTPOUKY KOMMYTaTOpOB U
MapLIpyTU3aTOPOB

Buianeer: HaBbIKaMU MHCTAJUISALUH
CETeBOro 000pyJ0BaHMs,
KOMMYTaTOpOB, MaplIpyTH3aTOPOB,
IIEPBOHAYAJILHON HACTPOUKHU CETEBOTO
00opynoBaHus

4. O0beM QMCHUIIMHBI M BUbI Y4eOHOU padoThl

ouHan hopma 0dyueHus

aK.4acoB
Bun yuebHoOM AesTensHOCTH 10 CeMecTpam
Bcero
5 cemecTp
1. AynutopHble 3aHSTHS, 9aCOB BCETO, B TOM YHCIIE: 48 48
* 3aHATHUS JIEKIIMOHHOI'O THUIIA, 16 16




® 3aHATHUA CCMHUHAPCKOI'O THIIA: - -

MPAKTUYECKHUE 3aHATHS 32 32

na60paT0pHLIe 3aHATHA - -

B TOM YHCJIE 3aHATHS B (YOpME MPAKTHUECKONW MOATOTOBKU - -

2. CamocTosTenbHas paboTa CTYJACHTOB, BCETO 60 60
— KypcoBasi paboTa (IIpOeKT) - -
3.IIpoMexyTo4HasT aTTECTAIIHS: 3auem
OK3AMEH, 3a4ent ¢ OYEHKOI, 3auem

O0BeM IUCLUIUIAHEI B 3a4ETHBIX SIUHUALIAX 3 3
O0BEM QUCLHUIUIMHEL B aKal. 4acax 108 108

3a0unasn hopma odyuenus

3aounas popma 3aouHas popma
oOyueHus (aKas. 00y4YeHHs 1o
Y4acoB) VH/IMBUIYalIbHBIM
IUTaHAM B YCKOPEHHBIE
Bup yuebHol nesTenbHOCTH cpok (aKaz. Hacos)
o
cemMecTpam 1o
Bcero Bcero cemecrpam
6 cemectp
1. AynuTopHble 3aHATHSA, 4aCOB BCETO, 12 12 - -
B TOM YHCIJIE:

* 3aHATHA JIEKIIMOHHOI'O THIIA, 6 6 - -

* 3aHATHUS] CEMUHAPCKOTO TUTIA: - - - -
MIPAKTUYECKHE 3aHITHS 6 6 - -
nabopaTOpHBIC 3aHATHS - - - -

B TOM YHMCJIC 3aHATHS B (POpME MPaKTHUECKOM - -
HOITOTOBKH ) )

2. CamocrosdTenbHas paboTa CTyIEHTOB, 96 96 - -
BCETO

— KypcoBasi paboTa (IpOoeKT - - - -
— KOHTpOJIbHas paboTa + + - -
3.IlpomexyToUHas aTTECTALUS: 3auem - -
9K3AMEH, 3a1em ¢ OYeHKOll, 3a4em

HUTOI'O: aK.49acoB 108 108 -

OO61mas TpyA0eMKOCTh 3ad4. ejl. 3 3 -

5. Copepxkanue IUCHUIUVIMHBI, CTPYKTYPMPOBAaHHOE 10 TeMaM
(pazmesramM) ¢ yKazaHMeM KOJHMYECTBA AaKaJeMUYEeCKHMX 4YacoOB U BH/IO0B
y4eOHBIX 3aHATHI

5.1. ConepskaHue TUCUMIJIMHBI

Tema 1. OcHoBHBIE NPUHIHUIBI MOCTPOCHMS ceTei 7|
TeJIeKOMMYHHUKAIUOHHBIX CHCTEM

OCHOBHBIE IOHATHS X 000OIIIEHHBINA COCTAB BEIUMCINUTEILHOM ceTr. O0Iie
mapamMeTpbl  CeTel:  TMPOW3BOJUTEIBHOCTh,  HAACKHOCTb,  3aIUIICHHOCTH




(O6e30macHOCTh), OTKA30yCTOWYMBOCTh.  |€OPETHYECKHE OCHOBBI  CETEBBIX
texHonoruid. CeTeBble CTaHAAPTBI W MNPOTOKOJbL.  OOIIME  MPUHIUIBI
MojienupoBaHus cetei. [IoHsITHEe OTKPBITOM CUCTEMBI.

Mopaenau OSI u TCP/IP. Ctexu npotokoios. Ctek OSI ISO. Crex TCP/IP.
Crpykrypa OJ0Ka JaHHBIX MPOTOKOJa. MHKamcymsiius MaHHBIX B IIporiecce
nepenaun. Cpena Imepefayd JaHHBIX M MPOTOKOJBI  (DU3UUYECKOTO YPOBHS.
dusndeckass CTpykTypa ceTd. OCHOBHBIE XapaKTEPUCTHUKU (U3UUECKUX JIMHUN
cBs3u. OCHOBBI TU(PPOBOTO KOTUPOBAHUS TIPH (POPMUPOBAHUH DIICKTPOMATHUTHBIX
curHasioB. CBsi3b MeXAy (GU3HUYECKUMHU XapaKTePUCTUKAMH JIMHUN Tepenaqu
CUTHAJIa W OKpY’KalIel cpeabl, Crnoco0aMyu KOJUPOBAHUS M MPOIYCKHON
CIIOCOOHOCTBHIO JIMHUM, CKOPOCTBIO TTepeaadn JaHHBIX.

Tema 2. JlokaJIbHBIE BBIYHUCJIUTEIbHBIC ceTu(u
TeJIEKOMMYHUKALNMOHHbIE KAHAJIbI)
JlokanbpHBIE BBIYMCIIUTEILHBIE CETH. HNepapxuueckass CTPyKTypa CETH.

Komnonentsl cetu. Ilonarue crpykrypupoBaHHOi kabenbHO# cuctembl (CKC).
[TnanupoBanrie wu co3ganue CKC. TIpotoxonsr Ethernet (IEEE 802.3).
ArmnmapaTHble CPEJCTBa JIOKAJIbHBIX CETEH, UX apXUTEKTypa, MPUHIUIBI PaOOTHI.
KommyTtaTopsl.

[TpoTokosbl KaHaNbHOTO YpoBH (YpoBHs aoctymna k cetu) JIBC. PezepBupoBanue
KaHaJOB, MPOTOKOJ CBA3ytollero aepesa (STP).

Bupryansnsie nokanbhbie cetu (VLAN). IIpotokon VTP.

Tema 3. Opranusanus MexceTeBOM nepeaayu JaHHbIX

CrpyxrypupoBanue cetu. CereBas aapecauus. |IPv4. [logcetn. Ynpasnenue
anpecamu. Ympasnenue cersmu. I[Iporokonsr ARP, DHCP. IIpotokon ICMP.
[IpyHIMIBL U aATOPUTMBI MapuIpyTU3aluu. [IpoTOKOIBI BEKTOpa pacCTOSAHHUS U
cocrostHus coenHenus. [Ipotokon RIPV2.

OcuoBel  IPV6, ocobGennoctu wmapmpytuzanuu, RIPng.  IIporokon
OSPF.JlomeHnHass CTpyKTypa ceTH. [paHCHOpPTHBIM ypoBeHb. OpraHuzamus
nepesayu JaHHBIX MEXKIYy OKOHEYHbIMU ycTpoicTtBamu. [Ipotokonsr UDP u TCP.
OpraHu3zanusi MEXKCETEBOM CBSI3U, MpoBaljepbl, CTPYKTypa ceTu VHTepHET.
Camoymnpasnenne Uurepuer. IIporokon BGP.

MexceteBoe skpaHupoBanue, dunbrparus tpaduka. [P- unbtpel, Guibrpanus
o HoMepam noptoB. TpaHcusauus aapecoB. OpraHu3zanys BUPTYaJlbHBIX YaCTHBIX
ceTeil 1 BUpTyainbHbIX KaHaoB (VPN, TyHHenupoBaHue).

[Tonutrku oOcoy>KUBaHUs, KAYECTBO CBs3H, QOS.



5.2. Pa3naenibl, TeMbl JUCIUIIMHBI M BUABI 3aHATHI

ounasn hopma odyuenusn

Buppl 3aH4THH, BKIIOYast CAMOCTOSITEIBHYIO
paboTy CTyIeHTOB (B akaJ.4acax) Kon
Ne HanmenoBanmne HpaxTuieckne
0 pasnena, WHIUKaTOpa
1/ TEeMBI JUCLIMILIMHBI SatuTHA SAHATHS / U3 camoc= JIOCTHKEHMS
JIEKIIMOHHOTO | HUX B opMe | TosTeIbHAS
. KOMITETEHIUN
THIIA MIPaKTUYECKOU pabora
[IOJITOTOBKH

1. | Tema 1. OcHoBHEIE 4 12/- 20 N-1lonk-s
MIPUHITUTIBI TTOCTPOCHUS
ceTel u
TEeJIEKOMMYHHUKAITMOHHBIX
CHUCTEM

2. | Tema 2. JIokanpHbIE 6 16/- 20 N-1omnk-3
BBIYUCIIUTENIbHBIC CETU (1 N-2 onk-s
TEJIeKOMMYHUKAIIMOHHBIE
KaHaJIbl)

3. | Tema 3. Opranuzanus 6 4/- 20 UJI-1onk-3
MEXKCETEBOH TMepeaaun N-2 onk-s
JaHHBIX
Hroro 16 32/- 60

3a0unasn hopma odyuenus
Buel 3aHTHIA, BKIIIOUAsi CAMOCTOSITENIbHYIO Kon
paboTy CTyIeHTOB (B akaJ.4acax) WHIUKAaTOpa

No HaumenoBanue paszzena, 3aHATHS [TpakTudeckue caMoc— JIOCTUKCHHS

o TEMBI TUCITUIIINHEI JIEKIIHOHHOTO 3aHATHS / U3 TOSATENIbHAS | KOMIIETEHIIUN
THIIA HUX B popme pabota
MIPaKTUYECKON
MIOATOTOBKHU

1. | Tema 1. OcHOBHEIE NJ-1onk-3
MIPUHIIMITBI TTOCTPOSHUS
ceTel u 2 2/- 25
TEJIEeKOMMYHHUKAIIMOHHBIX
CHUCTEM

2. | Tema 2. JlokanbHble W/1-1omnk-3
BBIYUCIIUTENLHEIE CETH(H 5 9/ 26 WI-2 onks
TEJIeKOMMYHUKAIIMOHHBIE
KaHaJIbl)

3 | Tema 3. Opranusanus UJI-1onk-3
MEXCETEeBOU TIepeIaun 2 2/- 25 N-2 onk-s
JTaHHBIX

4 | BelnonHeHHE ) ) 20 UJI-1onk-3
KOHTPOJIbHON PabOThI N-2 onk-s
Hroro 6 6/- 96




5.2. llepeyeHb MPAKTHYECKHUX 3AHATHH

O0beM OUCIHUIINHEI B aKal.

HaumenoBanue Jacax
Haumenosanue paszzena, OYHO-
Neri/it MPaKTUYECKOTO ouHas 3a04yHas
TEMBI JUCIUILTAHBI 3a04Has
3aHATUS dopma dbopma
o0y4JeHus popma oOy4deHus
00y4YeHHS
1 Tema 1. OcHOBHBIE 1. bazoBas 4 - 1
MPUHIIAITEI TIOCTPOSHUST | HACTPOMKA CETEBBIX
cereut u ycTpoiictB Cisco.
TEJIEKOMMYHHUKAIIMOHHBIX | 2. ITocTpoenue 4 1
CUCTEM KOMMYTHUPYEMBIX CETeil.
3. BuprtyanbHbie 4
JIOKQJIbHBIE CETH.
2 | Tema 2. JlokanbHbIe 1. Opranuzanus 4 - 1
BBIUMCIIUTENbHBIE CeTU(H | B3aUMOJACUCTBUS
TEJIEKOMMYHHUKAIIMOHHBIE | JIOKAJIBHBIX U
KaHAaJIbI) JI00ANBHBIX CETEH.
2. Hactpoiika 4
CETEBBIX MApaMETPOB
BPYUYHYIO H
ABTOMATHUYECKHU.
3. JlnrHamuyeckas 4
MapIipyTU3alus B
JOKaJbHBIX CETAX.
[Iporokon RIPv2.
4, JnHamuyeckas 4
MapIipyTU3alus B 1
JOKaJbHBIX CETAX.
[Ipotokon OSPF
3 | Tema 3. Opranuzanus 1. JlmHaMuveckas 4 - 2
MEKCETEeBOH Mepeiaun MapIipyTu3aius B
JTAHHBIX rJI00ATBHBIX CETSX.
ITporokos BGP.
Hroro 32 - 6

5.3. Ilepeyensn 1a0OPATOPHBIX PadoT
JlabopamopHhvie pabomul He NpedyCMompeHol.

5.4. 3agaHus 1JI1 CAMOCTOATEIbHOM padoThI CTY/IEHTOB

Ne HaumenoBanue 3ananus, Bonpockl, A | OO0beM TUCHMIIIIMHBI B aKaJl. yacax
n/ paszena, TeMbI CaMOCTOSITENIbHOTO OuHas OYHO- 3a04Has
I JUCLUTIINHBI u3yudeHus (3aJaHus) dbopma 3a04Has dopma
0o0y4deHus dbopma  |00OyueHHS
oOy4deHus
1. | Tema 1. OcHOBHBIE 1. Unrepuer. Uctopus 5) - 25
NpUHLMIEI TocTpoeHus | pa3Butusi. ARPANET,
ceTer u NSFNET. Apxutekrtypa
TEJIEKOMMYHUKALUOHH | CETEH
BIX CCTEM 2. CeTeBoe mporpaMMHOe S)




obecrieuenue. Ciry>xOb1 1
MIPOTOKOJIBI

3. Crangaptu3anus B
CETEBBbIX TEXHOJIOTHUSIX
3amanue. Nurtepner
COCTOMT U3 OIPOMHOIO
yucia cereid. MIx B3aumHoe
pacnosoKeHue
OmnpenensieT  TOIOJOTHIO
WNurepuera. OueHb MHOIO
uHpOpMallUd HA  TEMY
TONOJIOTUH HNurepuera
MOYHO HalTH Ha
pa3nuuHbIX BeO-caiitax. C
MIOMOILIBIO MTOMCKOBBIX
porpaMm HauuTe
COOTBETCTBYIOLIYIO
MH(}OPMALIMIO U HAITUIINTE
KpaTKUi OTY4ET IO UTOraM
UCCIIE0BaHUS.

10

Tema 2. JlokanbHble
BBIYUCIIUTENIbHBIE
ceTu(u
TEJIEKOMMYHUKAI[MOHH
bI€ KaHAJIbI)

1.becipoBoiHast CBSI3b.

2. YrmoTHeHue UG POBBIX
CUTHAJIOB.

OcHoBBI (PUKCUPOBAHHOMN
TeneOHHOM CBS3H U
CUCTEM
TEJIEKOMMYHUKAIUI
OO6HapyxeHue ommubok
NpU Tiepeaaye JaHHBIX

3. Knaccuueckwii
nporokos CSMA ¢
oOHapyKeHHEeM KOJIITH3Uil
becnipoBoiHbIE JIOKAIbHBIE
ceTu

15

26

Tewma 3. Opranuzanus
MEXCETEBOH Nepenadu
JAaHHBIX

1. Anroputmsl
MapuIpyTU3aluu
[TpoTokomn IP v6
TpancniopTHbIe
MIPOTOKOJIBI pearbpHOTO
MaciTada BpeMeHH

2. YrpaBiieHHE B
npotokosie TCP
[IpoGnembl  mpomycKHOU
CIIOCOOHOCTH COEIMHEHUS
Ha TPAHCIIOPTHOM YPOBHE

10

25

Brimonnenue
KOHTPOJIbHON pabOoThI

20

Hroro

60

96




6. PacueTHo-rpaduyeckas pabora
PacuetHo-Tpadmueckas pabora HE MPeayCMOTpPEHA.

7. KypcoBas padora
KypcoBas paboTa He IpeycMOTpEHA.

8. KypcoBoii npoekTt
KypcoBoli MpoekT He MpeyCMOTPEH.

9. KontponrHas paboTa
KoHTponbsHas paboTa mpeaycMOTpeHa JJIsl CTYJIEHTOB 3a09HON (DOpMBI 00yUeHNUS B
6 cemectpe.

KoHTposibHast paboTa 3aKIt04aeTcsl B BHITOJIHEHUH 33JaHUI M0 JUATrHOCTUKE
CETEBBIX MOAKIIOYEHUI HAa KOMIIBIOTEpPAX.

CTpyKTypa KOHTPOJIbHOM padoThI:
1 .TATyIBHBIN JTUCT.
2. OnpeneneHne U aHau3 TEKYIIUX HACTPOEK CETEBOTO MOIKIIOUCHUS
3. Ucnonp3oBanue komanabl PING € kmogamu, MOAU(PHUIMPYIOMUMA TapaMeTPh
JTAarHOCTUKHU:
— KosmuecTBoO OTIPaBIsSIEMBIX TAKETOB;
— Pa3mep nmakeTos;
— TalimMayT O)XUIJaHUS OTBETA,;
— 3nauenue TTL;
— 3ampeT pparMeHTaluy NaKkeToB.

4 Victionws3oBanue koMauapl TRACERT ¢ kimrouamu, Mouduiupyrommmu
napaMeTphl THAarHOCTHUKH.

5.Ucnonws3zoBanne komanapl ARP C kinroyamu, MOIUDUIMPYIOUIUMHA TapaMeTPhl
JTMAarHOCTUKH.

6.Ucnonb3oBanne komanapl NSLOOKUP ¢ kimrouamu, MoauduapyommmMu
napaMeTpbl AUATHOCTUKH.

10. OueHo4YHbIe CpeACTBA [IJsl NMPOBeJEHHUS TEKYIIero KOHTPOJIA H
NMPOMeKYTOUHOI aTTecTaluu

OneHnuBaHne pe3yJbTaTOB OOy4YeHUS MO0 JUCIHUIUIMHE U ypPOBHSA
c(hOpPMHPOBAHHOCTH KOMIMETCHIIMI (YacTH KOMIIETCHIIMH) OCYIIECTBIISIETCS B
paMKax TEKYIIero KOHTPOJS YCIEBAEMOCTH W TIPOMEKYTOYHOM aTTecTallud B
cooTBeTCcTBUH ¢ DOHAOM OIIEHOYHBIX CPECTB.



IIpuMepsI BOIpOCOB U1 3a4eTa

dusnyueckue TonoNoruu. Paznmuynsie BUabI Tpaduka.

MHuoroypoBHeBoe noctpoenue cereid. OTkpeIThie cucteMbl. Moaens OSI.

[Tpotokomnsl u uHTEpdeiicel. Ctek OSI. MexmyHapoHbIe OpTaHU3alliy U CTaHAAPTHI.

@u3nuecKuil ypoBeHb U CPEbl epeiadn JaHHBIX. XapaKTePUCTUKH (PU3NIECKUX JIMHUH

cBsI3U. bUThI 1 607BI.

5. Moaynsauus npu nepenade curHainoB. IloTeHnManbHblE M MMIYJIBCHBIE METObI
KoaupoBaHusi. OOHapyXKeHHe U KOPPEKLUs OLIMOOK.

6. Kananbublii ypoBeHb. JloKanmbHBIE CETH C pa3lenseMoil cpemoil mepemayd. MeToJsl
JI0CTyTIa K CpeZie Nepeiavn.

7. MAC-anpeca. CSMA/CD. lomen xoimu3uii. CTpyKTypUpPOBaHHBIE KaOETbHBIE CHCTEMBI.

8. Kommytupyemsle cetu nepenauu. llnpokxoseniarenabHblil TOMEH.

9. Anroputm npo3payHoro Mmocra. KommyraTopsl.

10. IIporokomsr Ethernet cemeiicTra 802.3. [Ipotokon cszyromero aepesa 802.1D(STP).

11. Buptyanbsnsie cetu u npotokod 802.1Q. IIporokon VTP xomnanuu Cisco.

12. Cetn GecripoBoanoro pocrymna. [Tporokomsr 802.11.

13. CereBoii ypoBeHb. Anpecanus B creke nporokonoB TCP/IP.

14. Ctpykrypa creka npotokosnioB TCP/IP. Cererie [P-anpeca.

15. ®opwmar [P-anpeca. Knaccel [P-anpecoB. Ocobsie [P-anpeca.

16. JInana3zoHsl YacTHEIX anpecoB. Mcmonb3oBanre Macok npu [P-anpecammm.

17. Tlopsinok HazHaueHus [P-angpecos. LleHTpanu3oBaHHOE pacpeesieHUe apecoB.

18. becknaccosas angpecanusi(CIDR). Cszs IP u MAC-anpecos. [Ipotokon ARP.

19. Cuctema DNS. IIpoctpanctBo DNS-umen. Uepapxudeckas opranuzanus DNS.

20. Pa3nenenne mpocTpaHCTBa MMEH MEXAY cepBepamu. PekypcHUBHBIE W HEPEKYpPCHBHEIC
3aIpOCHI.

21. Kopuessie cepepsl. O0partnas 30na. [Iporoxon DHCP.

22. Cratnyeckas Mapuipytusanus. [IpoTokossl AHHAMUUYECKONW MapIIpyTU3aIUH.

23. JlucraHmoOHHO-BEKTOpHBIE TIPOTOKOJIBI MapiipyTu3anuu RIP u EIGRP.

24. TIpotokomnsl coctosinus cBsazeit. [Iporoxon OSPF.

25. TlocTpoenue TabIUIBl MapIpyTU3aui. B3anMoneicTBre MPOTOKOIOB MapIIPYTH3AIHH.

26. IIporoxoms! TpancioptHOro ypoBHs TCP u UDP. IToptel. CokeTsl.

27. IIporoxon UDP u UDP-geiitarpammel. [Ipotokon TCP u TCP-cermeHTs!.

28. Jlorndeckue CcoeAMHEHUS U TpexcropoHHee pykomnoxkatue B TCP. Meronsl
KBUTHPOBAHMSI.

29. MeTop npocTost UCTOYHHKA. MeTo cKoib3siiero okua B mporokoine TCP.

30. OpraHu3anusi MEXCETeBOM CBSI3W, TPOBAWIEphl, CTPYKTypa ceTd VHTepHeT.
Camoynpasnenue Unrtener. [Iporokon BGP.

31.I'pynmoBoe Bemanme. CraHpmapTHas Mojens TpymnmoBoro Bemanuss [P. Anpeca
TPYIIIOBOTO BELIAHHUS.

32.Tlporokon IGMP. [lpuHimnsl MapmpyTu3anuud Tpaduka TPYIMIOBOTO BEIIaHUS.
ITpoTOKOJIBI MapIIpyTHU3aLMK IPYIIIOBOIO BELIAHMS.

33. @unbTpanus Tpaduka ¥ OCHOBHI CETEBOH 0€30MaCHOCTH.

34. Ilpuxnanueie nporokonsl Telnet, FTP, SMTP, POP, HTTP.

35. IP-Trenedonns. [Iporoxon SIP.

36. Ynpasnenue cersimu. [Ipotokona SNMP.

37. Ilpumenenne nporokona ICMP nist TuarHoCTUKY HEUCIIPABHOCTEH B CETSX.

38. IIporoxon Tpancisimu ceteBbix agpecoB NAT u ero npumeHenue B cetu MIHTepHeET.

NS



11. YyeOHO-MeTOANUECKOE 00€ecTIeyeHrne TUCITUILIHHBI

11.1. PekoMeHayeMas JquTepaTypa

1. YexmapeB, [J. B. BpluuciauTenabHble  CHUCTEMBI, CETH W
tenekommyHukammu  / KO. B. YexkmapeB. — 2-¢ u3n. —  CaparoB :
[Ipodob6pazoBanne, 2019. — 184 c¢. — ISBN 978-5-4488-0071-9. — Tekcr :
anexkTpoHHbii // Ludposoit o6pazoBarensbHbiil pecypc IPR SMART : [caift]. —
URL: https://www.iprbookshop.ru/87989.html . — Pexum pgocryma: s
aBTOPU3UP. MIOJIB30BATENEN

2. TomopxoB, C. C. KommbioTepHsle ceTd g NPOJBUHYTHIX
nosib3oBatenert [Onexrponnsiii pecypc] / C. C. TomopkoB. - MockBa : JIMK

[Ipecc, 2009. - 192 c¢. - [ISBN 5-94074-093-6 Pexum pgocryna:
https://e.lanbook.com/book/1170
3. IIpockypskos, A. B. Kommbrorepasie cetrn. OCHOBBI TOCTPOECHUS

KOMITBIOTEPHBIX CETeH W TEJICKOMMYHMKAIUN [DJIEKTPOHHBIA pecypc] : ydueOHoe
nocobue / IlpockypsikoB A.B. - Mocksa : UznatensctBo FODY, 2018. - 201 c. -
ISBN 978-5-9275-2792-2 Pexum mocryna: http://www.iprbookshop.ru/87719.html

4. KommbproTepHble ceTH [DIeKTpOHHBIM pecypc] : ydeOHMK /
Kapramesckuit B. I'. - Camapa : [1oBOMKCKHII TOCYJapCTBEHHBIM YHUBEPCUTET
TeJeKOMMyHUKanmii U uHpopmatuku, 2016. - 267 c. Pexum pgocryna:
http://www.studentlibrary.ru/book/ISBN5940740936.html

5. TomopkoB, C. C. KomnploTepHble CceTH [Js  POJBHHYTHIX
nonb3oBateneit / TonopkoB C. C. - Mocksa : JIMK Ilpecc. - 192 c¢. (Cepusa "C
koMmmbroTepoM Ha ThI!") - ISBN 5-94074-093-6. - Tekct : anmekrponHsbiii // ObC
"Koncynprant cryneHra' : [caiT]. - URL )
https://www.studentlibrary.ru/book/ISBN5940740936.html  (mata  oOpamieHus:
01.09.2021). -

11.2. llepuoguyeckue u31aHusI

1. Int. J. Communication Networks and Distributed Systemsro./Editors in
Chief: Dr. SudipMisra, Dr. Isaac Woungang, - Inderscience Publishers/ - ISSN
online: 1754-3924, ISSN print: 1754-3916. - 8 issues per year.

2. Networks/ Edited By: Dr. B. L. Golden and Dr. D. R. Shier. - Wiley
Periodicals, Inc., A Wiley Company. - ISSN: 1097-0037

11.3. HopMaTHBHO-NIPABOBbIE AKTHI M HHbIE IPABOBbIE IOKYMEHTHI

I'OCT 34.602-2020 UadopmalinoHHbIe TeXHOJIOTHH. KOMIIIEKC CTaHIapTOB
Ha AaBTOMAaTU3UPOBAHHBIE CHUCTEMBI. TEXHMYECKOE 3aJaHhe€ Ha CO3/laHHE
aBTOMATU3UPOBAHHON CHUCTEMBl . MEXKIOCYJapCTBEHHBIM CTaHIApT : MU3JIaHUE
opuimanbHOe: YTBEpXkJA€H M BBeleH B jeiictBue Ilpukazom DenepanbHOTO
areHTCTBA MO TEXHUYECKOMY PETYIMPOBAHUIO U METPOJIOTuH OT 19 Hos0ps 2021 r.
N 1522-ct : Jlata BBegenust 2022-01-01 / Pazpaboran AKIMOHEPHBIM OOIIECTBOM
"Bcepoccuiickuii  HayqyHO-UCCIAEAOBATEILCKUN HMHCTUTYT cepTudukanuu" (AO
"BHUUC") 17} O61ecTBoM c OTpaHUYEHHOU OTBETCTBEHHOCTBIO



https://www.iprbookshop.ru/87989.html
https://e.lanbook.com/book/1170
http://www.iprbookshop.ru/87719.html
http://www.studentlibrary.ru/book/ISBN5940740936.html
https://docs.cntd.ru/document/727263806#64S0IJ
https://docs.cntd.ru/document/727263806#64S0IJ
https://docs.cntd.ru/document/727263806#64S0IJ

"NndopmannonHo-aHanuTudeckuil Beruuciautenbusii 1nentp” (OO0 HUABL). —
MockBa : Poccuiickuii UWHCTUTYT cTaHaaptusamuu. 2022, - Tekct
HETOCPECTBEHHBIM.

11.4 IlepeyeHb 31eKTPOHHO-00pPa30BaTEJIbHBIX PECYypCcOB

1. VYueOHo-meTOonuueckue Marepuansl 1o jaucuuiuimHe «Cetn wu
TEJIEKOMMYHUKAIIUU» (AJIEKTPOHHBIN 00pa3oBaTeNbHbli pecypc pasmenieH B MOC
OTU CI'TY umenu 'arapuna 10.A.

http://techn.sstu.ru/new/SubjectFGOS/Default.aspx?kod=813

2. Caiit OTU (pumman) CI'TY umenu [Narapuna FO.A. http://techn.sstu.ru/

11.5 DyIeKTPOHHO-0MOJIMOTEYHbIE CHCTEMbI
1. «OBC IPR SMART»,

2. «9BC elibrary»

3. ObC «kKOHCVYJIBTAHT CTYAEHTA»

11.6. Pecypcsl  nHPOPMAUMOHHO-TEIEKOMMYHUKAIIMOHHOH  CeTH
«HHTEepHET»
KoMmbroTepHbsle ceTu U TenekoMMyHuKauud. OnnaiiH yueOHuk. B. A. Tkauenko.
Copyright © OO6yuyenne B Hutepner, 2007 - 2011.AllRightsReserved.
VladimirTkachenkoPexummoctymnahttp://www.lessons-tva.info/edu/telecom.html.

11.7. IleuaTHbIE U 3JIEKTPOHHBIE 00pa3oBaTe/IbHbIE pecypchl B hopmax,
aJaNTUPOBAHHBIX [UIS CTYACHTOB ¢ OrPAHHYEHHBIMH BO3MOKHOCTAMHU
310POBbA (IJI TPYII M MOTOKOB ¢ TAKAMHM CTYACHTAMH)

1. AnantupoBanHas Bepcus HObB, nng ucnosib3oBaHUs HWHBAIWAAMU U
JIUIIaMH C OTPaHUYEHHBIMU BO3MOYKHOCTSIMU 3I0POBbSI

Obyuarowuecs uz yucaa uneaiudos u auy ¢ OB3 obecneuenvl neuamuvimu u
(unu)  INEKMPOHHLIMU — 00pA308ameNbHbIMU  pecypcamu 8  ¢hopmax,
a0anmupoB8aHHbIX K 02PAHUYEHUSAM UX 300POBbAL.

12. UHdopManMOHHO-CIIPABOYHBIE CHCTEMBbI M MpPOo(decCHOHATbHbIE
0a3bl JaHHBIX

OOyuaromuMcest obecrieueH aoctyn (yIajJeHHBIM JOCTYI), B TOM YHCIE B
cllydae MPUMEHEHUsI JIEKTPOHHOTO 00yU€eHHsl, JUCTAHIMOHHBIX 00Pa30BaTEIbHBIX
TEXHOJOTMM, K COBPEMEHHbIM NpOo(pecCHOHAIbHBIM 0a3aM JaHHBIX H
UH(GOPMALIMOHHBIM CIPABOYHBIM CUCTEMAM.

12.1 Ilepeyenb HHGOPMALMOHHO-CIIPABOYHBIX CUCTEM
DOneKTpOHHBINA (POH HOPMATUBHO-TEXHUYECKOW U HOPMATHUBHO-TIPABOBON
undopmanuu Koncoprmyma «Kogexe» Docs.cntd.ru

12.2 IlepeyeHb npogeccuOHATBHBIX 023 JAHHBIX
He UCNONIb3YIOMCA


http://techn.sstu.ru/new/SubjectFGOS/Default.aspx?kod=813
http://techn.sstu.ru/
http://www.lessons-tva.info/edu/telecom.html

12.3 IlepeyeHb MHGPOPMALMOHHBIX TEXHOJOTHH, HCIOJb3yeMbIX MpPH
OCYLIECTBJICHMH O00pa30BaTelbHOI0 Mpouecca M0 AUCHUIUIMHE, BKJIKYasA
nepevYeHb MPOrpaMMHOIO0 odecredeHnst

OOpa3zoBaTenbHBIA TPOIECC IO AUCIHUIUIMHE OOECIEYeH HEeOOXOAMMBIM
KOMIUIEKTOM JIMLIEH3MOHHOTO W CBOOOJHO PacHpOCTPaHIEMOro MpPOTrpaMMHOIO
oOccrieyeHus, B TOM YHCJIC OTCUECTBCHHOTO MPOU3BOACTBA  (IOICHKHUT
OOHOBJICHHIO TTPYU HEOOXOIUMOCTH).

1) JluneH3noHHOE IporpaMMHOE 00ecIeUeHHEe
Microsoft Windows10, Microsoft Office 2010 (Word, Excel, PowerPoint),

2) CBOOOJHO pacmpocTpaHsIeMOe MPOrPaMMHOE 00ECTICUCHHE
Open office

[Mporpammuoe o6ecrieuenue: Microsoft Windows 7, Microsoft Office 2010
(Word,  Excel, PowerPoint), = MSDNAcademicAlliance  (VisualStudio;
Kopmopatusabie cepBepsl .NET: WindowsServer, SQLServer, ExchangeServer,
CommerceServer, BizTalkServer, HostIntegrationServer,
ApplicationCenterServer, Systems ManagementServer); Graphical Network
Simulator(GNS-3), GoogleChrome.

Kaxnprii  oOyuarommiics B TEUYEHHE BCEro mnepuoja OOydeHHUs
oOecreynBaeTcsd WHAMBUIYATbHBIM HEOTPAHUYEHHBIM JOCTYIIOM K 3JIEKTPOHHO-
OMOMMOTEYHON CHUCTEME M DJIEKTPOHHON WH(POpMaMOHHO-00pa30BaTeIbHON

cperne.

13. MaTepuaibHO-TeXHHYECKOEe OOecreYeHne

OOpazoBaTenbHBIA MpOIECC OOeCreYeH Yy4EeOHBIMU ayIUTOPUSMH  JUIS
NPOBEJCHUS YUeOHBIX 3aHATUHN JIEKIIMOHHOTO THIIA, 3aHATUH CEMHHAPCKOTO THIIA,
TPYNIOBBIX U WHIWBUAYAJIbHBIX KOHCYJIbTAIMH, TEKYIIETO KOHTPOJS U
IPOMEXYTOUHOM aTTecTalliy, MOMENICHUSAMHU MJIi CaMOCTOSITEIbHOM pPadoThI
CTYJEHTOB.

VY4yeOHblE ayAUTOPUM OCHAUIEHHBI OOOPYAOBAaHMEM U TEXHUYECKUMH
CpeAcTBaMH OOY4YEHHUsI, KOTOPBIE BKJIIOUAIOT B ce€0sl y4eOHYIO0 MeOeb, KOMIUICKT
MYJIbTUMEIMMHOTO 000PYI0BaHHUS, B TOM YHCIIE€ IEPEHOCHOTO (ITPOEKTOP, IKPaH).

[TomenieHuss st CaMOCTOATENBHOM padOThl OO0YYAIOIIMXCS OCHAILIEHBI
KOMITBIOTEPHOW TEXHUKOW C BO3MOXHOCTBIO MOJAKIIOUEHUA K ceTu «MHTEepHET» 1
o0OecrieyeHueM JIOCTyNa B DJEKTPOHHYI0 HMH(POPMALMOHHO-00pPa30BaTEIbHYIO
cpeny DTU (bunuan) CI'TY umenu I'arapuna 10.A.

Pabouyro nporpammy
COCTaBHII ¥
noueHt kadenpst EMH L1 /CtapyxuHn I1.}O./

«20y» nroHsa 2023 r.



14. Tono/iHeHNs 1 MI3MEHEHUs B padoyeil mporpamme

Pabouas mporpamma nepecMoTpeHa Ha 3ace1aHuu Kadeapsl
« » 20 rojaa, mpoTokoa Ne

3aB. xadenpoii / /

BHecennbie n3MeHeHus yTBepxkaeHbl Ha 3acenannu Y MKC/YMKH

« » 20 _ ropma, mpotokoi Ne
[Mpencenarens YMKC/YMKH / /




