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1. Ilesu 1 3a1a4M OCBOEHHUS AN CHUILIMHbI

[ensio npenogaBanus nucuuriiuibl b.1.1.14 «3amura undopmanum» sBisercs
U3y4CHHE METOJOB W  CPEACTB  3alUThl  HWH(DOpPMAIMH,  HCKIFOYAFOIINX
HECAaHKIIMOHWPOBAHHBIN TOCTYN K WH(MOpMAIUU, XpaHsencs u oopadbaTeiBaeMoil B
OBM, obecnieuenue MHGOPMAIIMOHHONW OE30MACHOCTH OpTraHU3alNU, O0ECleUeHUE
KOMIIJIEKCHOH 3alUThl 00hEKTOB MH(GOPMAIINH OT PA3IUIHBIX YTPO3.

3amagamMu U3y4CHUSI TUCITUTUIAHBI SIBJISTFOTCSI:

- O3HAKOMJICHHE C OCHOBHBIMH TMOHITHSIMH, HCTOYHHUKAMH, pUCKaMU H (popmamu
aTak Ha WH(OpMAIHUIO, MOJIUTUKON M CTaHIapTaMu 0€30MacCHOCTH, COCTABISIONIUMU
SIIPO TUCIUTIINHBI «3amuTa nHOOpMaIun»,

- WCCJIEIOBAHWE W MCIOJb30BAaHUE KPUNTOrpaduu M KPUITOAHATIN3a C TIOMOIIBIO
CIIy’)KEeOHOT0, TPHUKIIAJHOTO W HWHCTPYMEHTAIBHOTO MPOTPAMMHOTO OOECTICUeHUS
KOMITBIOTEpA

2. Mecro mucuuniannsl B crpykrype OIIOII BO

Huctumnuaa b.1.1.14 «3ammura uHpOpMAIIMKN» OTHOCUTCA K 00s3aTEIbHOMN
yactu bioka 1 «Jlucuumiunsl (MOAYIIN)».

3. TpebGoBanus Kk pe3yJbTaTaM OCBOEHUSI AUCUMUILIMHBI

N3yyenne AuCHUIUIMHBI HampaBlieHO Ha (HOPMHUPOBAHHE CIICTYIOITUX
KOMIIETEHIINH
OIIK-3 CnocoOeH pemaTh CTaHIAPTHBIE 3a7a4d MPO(EeCCHOHATBFHON NeATEeTbHOCTH
Ha OCHOBE HMH(POPMAIMOHHON W OubIMorpaduueckoil KyabTypbl ¢ MPUMEHEHHEM
UHPOPMAIIMOHHO- KOMMYHUKAIIMOHHBIX TEXHOJIOTHMM M C YYE€TOM OCHOBHBIX
TpeOoBaHMit HHPOPMAITMOHHOW 0€30MTaCHOCTH.

[lepeyenp MIaHUPYEMBIX  pE3yJbTaTOB OOY4YEHHS MO  JUCHUIUIMHE,
COOTHECEHHBIX C IUIAaHUPYEMBIMU pe3yJlbTaTaMd OCBOEHHUS 00pa3oBaTENbHON
IPOTPAMMBbI:

Kon n HaumeHnoBanue Konu HanmMenoBaHue nokasaresst OlleHUBaHUS
KOMITETCHITH HaMEHOBAaHHE (pe3ynbpraTa 00ydeHUs 1O TUCIUTUIMHE)
(pe3ynbpTaT OCBOEHHS) MH/IMKAaTOpa
TOCTHKEHUS
KOMTICTCHITHH
(cocrapisttomei
KOMIIETEHIINH)
OIIK-3 Cnocoben pemats | UA-1 onk-3 3HaeT: MpUHIUIBI PYHKINOHUPOBAHUS U

CTaHJapTHbIE 3agaun | PemaeT 3a1aun | yCTpoicTBO KOMMYTaTOPOB U
npogeccuoHaTbHON JUArHOCTUKU M | MapIIPyTU3aTOPOB; IPHHLIUTI

NESITeIbHOCTY  HAa  OCHOBE | HACTPOWKHU MHOTI'OYPOBHEBOT'O (DYHKIIMOHUPOBAHUS
UH(POPMALIMOHHON U | aKTUBHOTO KOMIIBIOTEPHBIX ceTel Ha ocHoBe Mozenu OSI;
oubnuorpaduueckoi CETEBOTO pasnuuHble Bepcuu npoTtokona Ethernet;
KyJbTYpHl C TpPHUMEHEHHEM | O0OpYJOBaHUS | AITOPUTMBI (DYHKIIMOHUPOBAHUS IPOTOKOJIA
UHPOPMAIIMOHHO- 802.1Q, STP, VTP; npotokon IP, knaccel
KOMMYHHKAIIMOHHBIX aJIpecoB, MPUHIIMIIBI pacyeTa MOACETeH;




TEXHOJOTMM H C  Y4eTOM
OCHOBHBIX TpeGoBaHUI
MH(pOPMAITMOHHOM
0€30I1aCHOCTH

TEXHOJIOTMH MEePEIayul JAHHBIX 10 Pa3INYHbIM
¢du3nveckuM cpeaam nepeaayn; 0COOCHHOCTH
MIPOTOKOJIOB TpaHCTIOPTHOTO ypoBHsA TCP n
UDP.

Ymeer: BBINOIHATD YCTAHOBKY M HACTPOUKY
CeTeBOro uHTepdeiica mepcoHaIbHOTO
KOMITIBIOTEPA; IPOEKTUPOBATH U CO3aBATh
JIOKaJIbHbIE KOMIIBIOTEPHBIE CETH OpraHu3alui,
BKJIFOYasi coelMHEeHNe ¢ VIHTepHeT; BBIABIATD U
YCTPaHATh HEMCIIPABHOCTH JIOKAJIbHBIX
KOMIIBIOTEPHBIX CETE OpraHu3alnii, BKIIOYAst
HEUCIPAaBHOCTH coeMHEHUs ¢ MIHTepHeT.
Baajneer: HaBbIKaMU YCTAaHOBKH U HACTPOUMKH
CeTeBOro MHTepdeiica mepcoHaILHOTO
KOMITBIOTEPA; HABBIKAMH ITPOEKTUPOBAHUS U
CO3/aHMsI JIOKAJIbHBIX KOMIIBIOTEPHBIX CETEN
OpraHu3anui, BKIOUYas COEJUHEHUE C
WHTepHeT; HaBbIKaMU IMarHOCTUKU U
YCTpaHEHHS] HEUCITPABHOCTEMN JIOKAJIbHBIX
KOMITBIOTEPHBIX CETEH OpraHU3alMii, BKIHOYas
HEHCIIPABHOCTHU coeMHEeHMs ¢ IHTepHeT.

4. O0beM IMCHUILUIMHBI M BUABI Y4eOHOH padoThl

ounasn opma ooyuenusn

aK.9acoB
Bun yueOHOM nesaTenbHOCTH Beero 110 CEMECTPaM
6 cemectp 7 cemecTp
1. AyauTopHbI€ 3aHATHSI, 4ACOB BCETO, B TOM 80 32 48
quClie:
* 3aHATHSA JICKIIMOHHOI'O THUIIA, 32 16 16
* 3aHATHS CCMHHAPCKOTO THIIA! - - -
NPaKTUIECKHUE 3aHATHUS 48 16 32
71a00paTOPHBIE 3aHITH - -
B TOM YHCJIC 3aHATHUS B POpME MPaKTUIECKOM -
IOJITOTOBKH ] ]
2. CamocTosiTenbHast paboTa CTyJIEHTOB, BCETO 100 40 60
— KypcoBasi paboTa (IpoeKT) - - -
— pacueTHO-Tpaduueckas pabora - - -
3.1IpoMexxyToUuHast aTTECTaLMS: 3auem 9K3AMEH
9K3aMeH, 3a4em ¢ OYeHKOl, 3ayem
O0BeM IUCHUIUIMHEI B 3aYETHBIX €INHALIAX 5 2 3
O0BeM IUCHMIUIMNHEI B aKaJl. yacax 180 712 108




3a0unasn popma odyuenus

3aounHas Gpopma 00ydeHHs (aKaJ. 4acoB)

Buy yueOHOM 1eATeIbHOCTH 1O ceMeCTpam
Bceero 9
8 cemectp CEMECTD
1. AynuTopHble 3aHATHSI, YaCOB BCETO, B TOM 20
qucie:
* 3aHATHSA JICKIIMOHHOIO THUIIA, 6 6 8
* 3aHATHS CEMHHAPCKOro THIIA: - - -
MIPaAKTUYECKHUE 3aHITHS 6 4 8

J'Ia60paTOpHBIC 3aHATUA - -

B TOM YHMCJIC 3aHATHUA B (I)opMe HpaKTHqCCKOﬁ -
IIOATOTOBKH

2. CamocTosITeNIbHAsI pab0Ta CTYICHTOB, BCETO 96 62 92

— KypcoBasi paboTa (IpoeKT) - - -

— pacueTHo-Tpaduueckas paborta - - -

— KOHTpOJIbHAs paboTa + +
3.IIpoMexyTouHas aTTecTaluus: 3auem OK3aMeH
9K3aMeH, 3a4em ¢ OYeHKolU, 3auem

HUTOI'O: aK.4acoB 108 72 108
OO01mast TpyI0eMKOCTh 3ad. e]l. 3 2 3

5. Conep:xxanue JTUCUUILIMHBI, CTPYKTYPHMPOBAHHOE 1O TeMaM (pa3aesiam)
€ YKa3aHHEM KOJIHYeCTBA aKaJleMUYeCKUX YaCcOB U BHI0B y4eOHbIX 3aHATHH

5.1. Conep:kanue TUCUMILITUHBI
6 cemecTp
Tema 1. BBeneHue B npeamer.

[Ipeamer 3amutel (MHGOpMAaIMS — OMpeeiIeHUEe, CBOMCTBA: BAaXXHOCTh, IIEHHOCTD;
YKU3HCHHBIN ITUKJI, BUIBI B (POPMBI PECTABICHUS)

Tema 2. OcHoBHbBIE IOHATHA HHGOPMALMOHHOI 0€301aCHOCTH.

JIOKyMEHTBI, PpEerIaMEeHTHPYIOUMe MACSITeNbHOCTh MO €€ O00eCleueHuto; 3aJadu
uH()OPMAIIMOHHOM O€30MaCHOCTH; KJacCU(PHUKAIMS METOJ0B 3alllUThl; METO/IbI,
JeKaIe B OCHOBE aTak, U KaHaJbl YTEYKH UH(OpMAIIH.

Tema 3. Cpeacrsa 3a1MThl OT HECAHKIIMOHUPOBAHHOI'0 A0CTYIIA.

0O0630p phIHKA TPOTPAMMHO-AIMTAPATHRIX KOMITJIEKCOB 3aIIUTHl HH(GOPMAITIH.

7 cemecTp
Tema 4. TexHmuyeckue acnekTbl oOecnedyeHuss  MHGOPMAIUOHHOM
0€30MaCHOCTH BbIYMCIUTEIbHBIX CHCTEM.
Wznyuennss  [IDBM,  mapamerpsl  MHGOPMAIIMOHHO-OMACHBIX  CUTHAJIOB,
HKpaHUPOBAHUE KAHAJIOB yTeueK UH(OpMaIlUH,

SKpPaHUPOBAHUE MOMEIIICHUM.




5.2. P33Ile.]'lbl, TEMbI JUCHUIIJIMHBI 1 BUABI 3aHATHH

ounasn popma ooyuenusn

Buibl 3aHATHIA, BKITIOYAs CAMOCTOSATEIBHYIO
paboTy CTYEHTOB (B aKaj.4acax) Kot
Ne HanmenoBanune TpaxTuieckue
0 pasnena, HHIUKATOpa
/11 TEMBI JTUCIUIUIMHEI AT SAEATHA / B3 camoc= JIOCTHIKEHHS
JICKIIHOHHOTO | HHUX B OpMe | TOSTEIbHAs
. KOMIIETEHIIMH
THIIA MIPAKTHYECKON pabota
[TOITOTOBKH
6 cemecTp
1 | Tema 1. BBenenue B 2 8/- 8 N-1 onk-3
peIMeT
2 | Tema 2. OCHOBHBIE TOHATHUS 8 6/- 4 NI-1 onk-3
MH(POPMALIMOHHOM
0€30IaCHOCTH.
3 | Tema 3. CpenctBa 3auiuThl 6 2/- 26 WU-1 ork-3
OT HECaHKI[HOHHPOBAHHOTO
JIOCTYTIA.
Bcero 3a 6 cemecTp 16 16/- 40
7 cemecTp
4 Tema 4. Texundeckue 16 32/- 24 WU-1 omk-3
aCIICKThI oOecrneueHUs
nHGOPMaLIMOHHON
0e30I1acHOCTH
BEIYHMCIIATEIBHBIX
CHCTEM.
5 IToAroToBKa K 5K3aMeHy - - 36 NI-1 omk-3
Bcero 3a 7 cemecTp 16 32/- 60
Hroro: 32 48/- 100
3a0unasn popma odyuenus
Bubl 3aHATHIA, BKIIFOYasi CAMOCTOSITEIbHYIO Kon
paboTy CTyeHTOB (B aKaJ.4acax) UHIUKATOpa
No HaumenoBanue pasjerna, 3aHATUS [pakTuyeckue caMmoc— JIOCTHKEHUS
i TEMBI JTUCIUIIINHEI JIEKIIMOHHOTO | 3aHATHSA / U3 HUX | TOSATEIbHAs | KOMIIETEHIIUU
THUIIA B (hopme pabota
IPaKTUYECKOU
[TOITOTOBKH
6 cemecTp
1 | Tema 1. Beenenue B 2 2/- 10 NJI-1 onk-3
peIMET
2 | Tema 2. OcHOBHEIE 2 2/- 12 WN-1 onx-3
ITOHSTHS
UHPOPMAIIMOHHOM
0€30I1aCHOCTH.
3 | Tema 3. CpenctBa 3aIuThl 2 - 20 NI-1 orx-3
oT
HECAHKIIMOHUPOBAHHOTO
JOCTYTIA.




4 | BeloiHeHue - - 20 N-1 onk-3
KOHTPOJIbHOM paboThI
Bcero 3a 6 cemecTp 6 4/- 62
7 cemecTp
5 | Tema 4. Texauueckue 8 8/- 36 NI-1 onk-3
aCTIeKThI 00ecIIeUeHUs
MH(OPMaLIMOHHON
0€30I1aCHOCTH
BBIYUCIIUTEIILHBIX CHCTEM.
6 | BemmonHenune - - 20 NI-1 orx-3
KOHTPOJIbHOHM paboThI
7 | lloarotoBka K dK3aMeHY - - 36 W-1 onk-3
Bcero 3a 7 cemectp 8 8/- 92
Hroro: 32 48/- 100
5.2. [lepevyeHb NPAKTHYECKHUX 3AHATHI
OO0BbeM TUCIUILTHHBI B aKaJl. yacax
Ne | HaumenoBanue pasjena, HaunmenoBanue OYHas  |OYHO-3a0YHasl| 3a04Has
n/m TEMBI JUCIUTUINHBI IPaKTUYECKOI0 3aHITUSA bopma dbopma dopma
oOydeHus: | oOy4yeHUs oOyueHus
1. | Tema 1. Benenue B OcHOBBI KpUNTOrpaduu: 8 - 2
peaMeT TIOHSTHUS, METOJTBI
mmdpoBaHus:
-mudp Lesaps,
- mu¢p Buxenepa,
- aIrOpUTM IPOCTOH
BEPTUKAJIBHON
MEPECTaHOBKH,
- QJITOPUTM OJUHOYHOMN
MIEPECTAaHOBKH,
- QJITOPUTM JBOWHBIX
MIEPECTAaHOBOK,
- METOJ Marm4ecKkoro
KBaJpara,
- wmertox [lonuOuanckoro
KBaJpara,
- MHoroanaBuTHas
3aMeHa,
meron Kapnano mis
KBaJparta
pSIMOYTOJIbHUKA.
2. | Tema 2. OcHOBHBIE OneMeHTHI 6 - 2
TIOHSTHUS KPHUIITOAHAIM3A:
MHPOPMAITMOHHOH AJIEMEHTHI YaCTOTHOCTH
0€301aCHOCTH. CHMBOJIOB B TEKCTE.
3. | Tema 3. CpenctBa KomnbrorepHsie 2 - -
3aIUTHI OT QITOPUTMBI (P POBAHUS:
HecankuuoHnupoBanHoro | RSA, DES u np.
JOCTyTIA.
Bcero 3a 6 cemecTp 16 - 4




4. | Tema 4. Texuuueckue CnabocTi mapoabHBIX 16 - 4
aCIIEKTBI O0ECIIEUEHUS 3aIUT
“H(pOPMAITMOHHOMN KonuuecTBeHnHas oneHka 16 - 4
0e30MacHOCTH CTOHKOCTH TIAPOJIBHBIX
BBIYHCITUTEILHBIX 3aIUT
CUCTEM
Bcero 3a 7 cemectp 32 - 8
Hroro: 48 - 12

5.3. [lepeyens 1a00paTOpPHBIX padoT
Jlabopamophvie pabomwi He npedycmMompeHul.

5.4. 3ananus IS CAaMOCTOATEIbHOI Pa0d0ThI CTYJIEHTOB

Ne | HaumeHnoBanue paznena, | 3anaHusi, BONPOCHI, 1Is OOBeM TUCIMITIMHBI B aKaJl. yacax
n/m TEMBI TUCIUTUINHBI CaMOCTOSITEIIEHOTO OYHas |OYHO-3a0YHAasI| 3a0YHas
U3y4eHus (3a1aHus) dbopma dbopma ¢bopma
oOyuyeHus | oOydeHus | oOydeHwHs
1 | Tema 1. Brenenue B W3yuenne namMmeHeHuit 8 - 10
npeaMeT HOPMAaTHUBHO-TIPaBOBON
0a3bl 10 00ECTIEYEHUIO
3alUThl HHOPMALUU OT
HECAHKIIMOHUPOBAHHOTO
JocTyna
2 | Tema 2. OcHOBHBIE CpeacTtBa 3aIuThl OT 4 - 12
TIOHSATHUS HECaHKIIHOHUPOBAHHOTO
MH(POPMALIMOHHOM JocTyna: 0630p peIHKa
0€30MacHOCTH. COBPEMEHHBIX
MIpOrpaMMHO-aINapaTHBIX
KOMILIEKCOB CPEJICTB
3aIUTHI OT
HECaHKIIHOHUPOBAHHOTO
J0CTyTa
3 | Tema 3. CpenctBa Kpunrorpadus (n3ydenue 26 - 20
3aIUThI OT METOJI0B MKU(POBaHUs, HE
HECAHKIIMOHHUPOBAHHOTO | BXOJSIIMX B IIEPEUCHb
JOCTyIHa. K (poB, BXOAAIHUX B
n1abopaTopHbIe paboThI)
4 | Beimonnenue - - 20
KOHTPOJIbHOM paboThI
Bcero 3a 6 cemecTp 40 - 62
5 | Tema 4. Texuuueckue O0630p pbIHKa 24 - 36
acIeKThl 00ecreYeHus COBPEMEHHBIX CPE/CTB
MH(POPMALIMOHHOM obecrieueHHs
0€e3011aCHOCTH 9KpPaHUPOBAHUS
BBIYUCIIUTEIBHBIX nepcoHanbHbIX OBM n
CHCTEM CUCTEM
6 | BeinonHeHnue - - 20
KOHTPOJIbHON pabOThI
7 | IlonroTroBKa K 9K3aMeHY 36 - 36
Bcero 3a 7 cemecTp 60 - 92
Hroro: 100 - 154




6. PacueTHo-rpaduyeckas padora
PacuerHo-rpaduueckas pabora He TPETyCMOTpPEHA.

7. KypcoBas pabora
KypcoBas pabota He npeaycMoTpeHa.

8. KypcoBoii npoexT
KypcoBoii MpoeKT He PeTyCMOTPEH.

9. KonrpoJsbHas padora

KontponsHas pabota npenycMoTpeHa B 8 u 9 cemecTpax JJisl CTYJCHTOB
3a09HOM (POPMBI OOyUEHUSI.

KonTponbsHas paboTa BBIMOIHSAETCS 110 BapUAHTaM U 3aKJII0YAETCS B OMHCAHUU
anroput™Ma wid meroaa mudppoBaHus. OTYET AOMKEH coaepkaTh UHPOPMAIUIO O
NPENNOChUIKAX M HWCTOPUM TIOSIBJICHUS, MPUHIUI padOThl, CUIBHBIE U CIA0bI
CTOPOHBI, 00JIACTH IPUMEHEHHS allropuT™Ma Wiu Metona. [Ipu HeoOXoMMOCTH TEKCT
CONPOBOKIAETCS MILTIOCTPAIUSAMHU, OJIOK-CXEMaMH, TaOJIUIaMu.

10. OueHouHble cpeacTBa [IJsi NPOBEACHHS TEKYIIEro KOHTPOJS U
MPOMEKYTOYHOM aTTeCTAllMU
OueHuBaHue  pe3yiabTaTOB  OOyYEeHHMs] 1O  JIUCLUUIUIMHE W YPOBHS
c(OpMUPOBAHHOCTH KOMIETEHUUN (YaCTH KOMIIETEHLIMN) OCYIIECTBIISIETCS B paMKax
TEKYIIEro KOHTPOJISl YCIIEBAEMOCTH U MPOMEKYTOYHOM aTTeCTallii B COOTBETCTBUH C
@OHIOM OLICHOYHBIX CPENICTB.
Bomnpocs! k 3auery:
1. Bugael 6e3onmacHocTH U cdepbl KU3HEAEATENbHOCTH JMYHOCTH, OOIIECTBA U
rocy/aapcTBa.
Omnpenenenre nHOOPMAITMOHHON OE30MACHOCTH.
OYHKIHUHA U O0BEKTHI 3alIUTHI HHGOPMAIUU.
Crernenu cekpeTHOCTH MHGOPMAIIIH.
CyObeKThl U MPUYMHBI COBEPILICHUS] KOMIIBIOTEPHBIX MPECTYIJICHUH.
YpoBHU HHPOPMAITMOHHOM 3aITUTHI.
OTBETCTBEHHOCTH 3a HapyIlIeHHEe NHPOPMAITMOHHOW 0€30MaCHOCTH.
[TpunLMIEI HTHPOPMALTMOHHOM 6€30MaCHOCTH.
Omnpenenenue KOH(UACHIIMAIbHOCTH, LIEJIOCTHOCTH, JOCTYITHOCTH
uHGpOpMAaLIIH.
10. IIpenmer kpunrorpaduu. Onpenenenns. 3agaun. Vcropuaeckre mpuMepsl.
11. Bugsl atak Ha Kpunrorpaguueckue anroputMel. [lonstre cTolkocTy.
12. Knaccugukanus anroputMmoB mudposanus. [Ipumeps! mpocTedmmx mudpos.
13. [lIndpsl 3aMeHBI.
14. Tudpsl nepecTaHOBKH.
15. Tudpsr raMmmMupoBaHusl.
16. [IpobreMbl 1 0COOCHHOCTH 3aIUTHl MHPOPMAIIMU B KOMITBIOTEPHBIX CETSX.
17. Buns! yrpo3 unpopmaiimonnoit 6ezonacHoctd. OCHOBHBIE HAPYIIECHUSI.
18. Xapakrep MpouCX0XKAEHUS YTPO3.
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19. Victounuku yrpo3 (HEMOCPEACTBEHHBIM HCIOIHUTENb YIpo3bl B IUIAHE €€
HEraTHBHOTO BO3CHCTBUS HA WH(DOPMAITHTO).

20. Knacchl kaHaI0B HECAHKIIMOHUPOBAHHOTO MOTYYEHUsI HH(OpMAIUK.

21. Knaccudukarust METOIOB U CPEACTB oOecmeueHus: 6e30MacHOCTH

22. Meronpl obecrieueHus: 6€30MacHOCTH ceTeil

23. [loHATHE aKTyaaIbHOCTH YTPO3bl O€30MACHOCTH.

24. TlonsiTue MOJENN yrpo3. DTarbl MPOBEICHUS OLIEHKH YTPO3 O€30MacHOCTH.

25. OCHOBHBIE HOpPMATUBHBIE JOKYMEHTBI, HEOOXOJHUMbIEC JJISI COCTABJICHMS
MOJIENIH YTPO3.

26. [lonsitne nHapymwurens. Tumesl HapymuTenel, UX BO3MOXKHOCTA W Iienu (110
metonuyeckoMy nokyMeHty OCTIK «Meroaunka OLEHKHM yrpo3 0e30macHOCTH
uHpopmarum» ot 05.02.2021).

27. Onpenenenue cpeacts 3anuthl nHGopmanuu (C3M1).

28. Knaccudukarnms cpeacTB 3auThl HH(OPMAIIUU.

29. UmxeHepHO-TeXHUYecKas 3aluTa nH)OpMaIIiH.

30. duznyeckue cpecTBa 3alluThl.

31. AnmapaTHble CpeACTBa 3aIIUTHI.

32. IIporpamMmHbI€ CpEACTBA 3AIUTHI.

33. Kpunrrorpaduueckue cpeacTBa 3amuThl HHPOPMAIIUH.

34. BerpoeHHble cpecTBa 3auuThl onepanuonHbix cucteM (OC).

35. Unentudukanus u ayreHTUGUKanus.

36. YnpaBieHue JOCTYIOM.

37. I[IpoTokonupoBaHUE U ayIHT.

38. AuTuBHpycHas  3amuTa. MeToAbl  AHTUBUPYCHOW  3amuThl.  Bumsl
AHTUBUPYCHBIX MPOTPAMM.

39. MexcereBbie SkpaHbl. OCHOBHBIE KOMIIOHEHTHI U TEXHOJIOTHH.

40. Henoctatku, CBsI3aHHBIE C MPUMEHEHHEM MEKCETEBOr0 SKpaHa.

41. VPN. Knaccuduxanus VPN cereil.

42. Tpunamuner moctpoenuss VPN cereii. VPN na 6aze 6panmmayspoB, VPN Ha
6a3ze mapmpyruzatopoB, VPN Ha 6a3e nporpammuoro ooecnedenus. VPN Ha 0Oaze
amnmapaTHBIX CPECTB.

43. IIporokoner VPN cereit. Metonpl peanuzanuuVPN cereii (TyHHenTMpOBaHUE,
ayTeHTuUKanus, muppoBaHus).

44. Onpenenenne npokcu-cepeepa. Llenmn npumeHeHHs Npokcu-cepBepa. Buibl
POKCU-CEPBEPOB.

45. Cuctema ooHapysxenus Bropxenuit (IDS). Knaccupukamnus 1DS.

46. Apxurektypa IDS.

47. [lepeyucnuTh OCHOBHBIE D3JIEMEHTHI JIOKAJILHOM apXUTEKTYpPhl CHUCTEM
OOHapyKEHUS BTOP>KECHUM.

48. I'mobanpHast apXUTEKTypa CUCTEM OOHAPYKECHHS BTOP>KCHUH.

49. Cucrema npeaoTBpalleHUs] BTOPKEHUIA.

50. [TepeuncauTp menu ucmnoias3oBanus IPS-cucrem.

51. Knmaccudukanus IPS-cucrem.

52. Kpunrorpaguieckue cpeacTna 3amuThl HH(OPMaIIUH.

53. Ilepeuncauth TpeOOBaHUS, IPEABSIBISEMbIE K KPUIITOCUCTEMAM.

10



54. PackpbITh IOHATHE «IJICKTPOHHAS MOITHCHY.
11. YueOHO-MeTOAMUECKOE 00ecneyeHHue JUCITUIITINHBI

11.1. PekomeHayeMas jJuTepaTrypa

1. Arpanosckuii, A. B. Ilpaktuueckas kpunrtorpadus: aJiropuT™Mbl U UX
nporpammupoBanue / A. B. Arpanosckwmii, P. A. Xagu. — Mocksa : COJIOH-
IIpecc, 2016. — 256 ¢. — ISBN 5-98003-002-6. — TekcT : 31eKTpOHHBIN //

Hudposoit obpazoBarensHbiii pecypc IPR SMART : [caiit]. — URL:
https://www.iprbookshop.ru/90248.ntml.  —  Pexxum  pmoctyma: [yl aBTOPU3HUP.
II0JIb30BaTEIIEH

2. ApsymansH, A. b. MexnayHapoaHeie CcTaHAapThl MPABOBOM 3alUTHI
uHpopManm u HUHGPOPMAIIMOHHBIX TEXHOJOrWi: ydeObHoe mocobue / A. b.
Apzymansin. — PoctoB-Ha-/{ony, Taranpor : U3gatensctBo FOxHOro denepanbHoro
yauBepcutera, 2020. — 140 c. — ISBN 978-5-9275-3546-0. — Tekcr:
anexTpoHHsbIl // Lludporoit obpazoBarensubiii pecypc [IPR SMART: [caiir]. — URL:
https://www.iprbookshop.ru/107955.html. —  Pexxum  pmoctyma: Jisi  aBTOPHU3HP.
II0JIb30BaTEIIEN

3. bproxomunxkui, 0. A. bezonacHocTh HHGOPMAITMOHHBIX TeXHOIOTHNA. B 2
gacTsax. Y.1 : yuebnoe mocobue / FO. A. bproxomuikuii. — PoctoB-Ha-/[ony,
Taranpor : U3gatensctBo KOxHoro denepanpHoro ynusepcurera, 2020. — 171 ¢c. —
ISBN 978-5-9275-3571-2 (u.1), 978-5-9275-3526-2. — Tekct : 3MeKTpOHHBIA //

Hudposoit obpazoBarensbubii  pecypc I[PR SMART : [caiit]. — URL:
https://www.iprbookshop.ru/107943.html. — Pexxum  nmoctyma: st aBTOPU3UD.
[Tonp3oBarenen

4. PeBHuBbIX, A. B. HNH(popmarnmonHass 0e30MacHOCTh B OpraHU3alUsIX
yaeOHoe mocobue / A. B. PeBauBnix. — Mocksa : Aii [1Tu Ap Meaua, 2021. — 83 c.

— ISBN 978-5-4497-1164-9. — Tekcr : oanekrponusii // Iludposoi
oOpazoBaTeabHbIN pecypc IPR SMART : [caiiT]. — URL:
https://www.iprbookshop.ru/108227.html . — Pexum pgocryma: [is aBTOPU3HUP.
[Tonb3oBarenen

5. CemeHoB, 0. A. IIpouenypsl, TMarHOCTUKHU U Oe30macHOCTh B IHTepHET :
yueOHoe mocobue / FO. A. CemenoB. — 4-e¢ m3a. — MockBa : HuTepHer-

VYuusepcurer Mudopmanmonnsix Texnomornit (MHTYUT), Ait Ilu Ap Menaua,
2022. — 581 c. — ISBN 978-5-4497-1653-8. — Texkcr : anexktpounsiii // LludpoBoit

oOpaszoBaTeIbHbIN pecypc IPR SMART : [caiiT]. — URL:
https://www.iprbookshop.ru/120489.ntml . — Pexum pgocryma: s aBTOPU3HUP.
MOJIb30BATEIICH

11.2. IlepuoauyecKkue U31aHUA
1. Bonpock! 3amuthl HHPOPMAIUU: HAYYHO-TIPAKTUUECKUN KypHan / denepalibHOE
roCylapCTBEHHOE  yHUTapHoe mnpeanpuarue "HaydHo-TeXHUYECKHMH  LEHTP
oboponHoro komiuiekca "Kommac". — 1974 - . - Beixogut 4 pasza B rog. — ISSN
2073-2600. - URL: http://izdat.ntckompas.ru/editions/detail.php?SECTION_I1D=155
2. TlporpaMMHBIC TIPOIYKTHI M CHUCTEMbI: HAy4YHO-TIPAKTUYCCKHU IKypHan [
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yupeaurtenb Kynpusnos B.I1. : rnaBuelil penakrop xypHana Capun .M. — 1988 - .
—  Bexomur 4 pazsa B r1om. — ISSN  0236-235X. — URL:
https://www.iprbookshop.ru/25852.html. — Tekct: 351eKTpOHHBIIA.

11.3. HopmaTuBHO-NIpaBOBbIE AKTHI M HHbIE IPABOBbIE JOKYMEHTHI

1. TOCT P 50922-2007 3amura uadopmaiuu. TepMUHBI U ONpEICTICHHUS.

2. TOCT P 51275-2007 3amwura wuHpopmammu. OObEKTh HHPOPMATHU3AIUH.
daxTopsl, BO3AeHCTBYIOIME Ha HH(opMannio. OOIIMEe NOJ0KEHUS.

3. TOCT P 51624-2000 3amuTa napopmaiii. ABTOMaTU3UPOBAHHBIE CHCTEMBI B
3aIUIIEHHOM UCTIONHEHUU. O0111e TOT0KEHHS.

4. TOCT P 52863-2007 3ammra napopmMaunu. ABTOMaTU3UPOBAHHBIE CUCTEMBI B
3AIIAIIEHHOM MCHOJHEHUU. VIcnplTaHMs Ha YCTOWYMBOCTH K IpeAHAMEPEHHBIM
CUJIOBBIM AJIEKTPOMArHUTHBIM BO3EHCTBUSM.

11.4 TlepeuyeHb IJIEKTPOHHO-00Pa30BaTeJbHbIX PECYPCOB

1. VYyeOHO-MeTOAMYECKHME  MaTepuaiabl MO  JUCHUIUIMHE  «3allura
uHbopmarm» (IEKTPOHHBIN o0Opa3zoBarenbHbIl pecypc pasmenieH B MOC OTU
(punman) CI'TY umenu I'arapuna FO.A.

http://techn.sstu.ru/new/SubjectFGOS/Default.aspx?kod=814

2. Caitr OTU (punuan) CI'TY umenu arapuna FO.A. http://techn.sstu.ru/

11.5 D1eKTPOHHO-0MOIHOTEYHbIE CHCTEMbI
1. «@BC IPR SMART»,

2. «OBC elibrary»

3. ObC «KOHCVYJIBTAHT CTYIAEHTA»

11.6. Pecypcsl UH(POPMANUOHHO-TEJIEKOMMYHHUKAIIMOHHOM ceTH
«AHTepHeT»
1. Cpencrtpa 3aIIUTHI uH(bopMaIuu - Secret Net.htm.

https://www.securitycode.ru/products/secret-net-studio/
2. DnexTpoHHbIH 3aMok «Cobomb» https://www.polikom.ru/

11.7. TleuaTHble W 3JIEKTPOHHBbIE 00pa30oBaTe/ibHbIE pecypchl B (popMmax,
aJaNTHPOBAHHBIX VISl CTY/IEHTOB ¢ OTPAHUYEHHBIMHU BO3MOKHOCTSIMH 3710POBbSI
(111 TPYNI ¥ IOTOKOB € TAKUMH CTYJA€HTAMU)

1. AnantupoBanHas Bepcuss HOb, i ucnonb3oBaHUs MHBAIMAAMU U JIMIIAMHU
C OrpaHUYEHHBIMHA BO3MOXKHOCTSIMH 3/I0POBbS

Obyuarowuecs uz yucia uneanuoos u auy ¢ OB3 obecneuenvlt newamuvivu u
(unu) >1eKMPOHHBLIMU 0OPA308AMENLHLIMU PeCypCamu 8 hopmax, adanmupo8aHHvLX
K 02DAHUYEHUSM UX 300DO8bSL.

12. UudopmanuoHHO-CIPABOYHBbIE CUCTEMbI U NMPo(eccuoHaIbHbIE 0a3bl
AAHHBIX

OOGyuaronumcst  o0ecriedeH JocTyn (yIaleHHBIM JIOCTYI), B TOM 4YHCJE B
ciIydae TPUMEHEHHUs JJICKTPOHHOTO OOYy4YeHUs, JNUCTAHIIMOHHBIX O0pa30BaTEIbHBIX

12


http://techn.sstu.ru/new/SubjectFGOS/Default.aspx?kod=814
http://techn.sstu.ru/
https://www.securitycode.ru/products/secret-net-studio/
https://www.polikom.ru/

TEXHOJIOTUH, K COBPEMEHHBIM  TMpodecCUOHAIbHBIM  0a3aM  JaHHBIX |
WH(GOPMAITMOHHBIM CITPABOYHBIM CHCTEMAaM.

12.1 Ilepeyenb uHGOPMALMOHHO-CIIPABOYHBIX CHCTEM
DOnexkTpOoHHBIN (HOHJ] HOPMATUBHO-TEXHUUECKOW U HOPMATHUBHO-TIPABOBON
nadopmanuu Koncoprmyma «Komekc» Docs.cntd.ru

12.2 Ilepeyenb npogecCHOHATBHBIX 023 JaHHBIX
He UCNONb3YIOMCSL

12.3 IlepeyeHb UHGPOPMANMOHHBIX TEXHOJIOTHH, MCHOJb3yeMbIX TPH
OCYIIeCTBJIEHUN O00pPa30BaTeJbLHOr0 Ipomecca M0 JAUCHUIJIMHE, BKJIOYAs
nepevyeHb MPOrPaAMMHOI0 o0ecneyeHunst

OOGpazoBatenbHblid  MOpoOIECC M0 JUCHUIUIMHE OOecredeH HEeOO0XOAUMBbIM
KOMIUIEKTOM JIMIICH3UOHHOTO W CBOOOJHO paclpOCTPaHSEMOro IMPOrPAMMHOIO
00ecIeYeH s, B TOM YHCJIC OTEYECTBEHHOIO MPOU3BOCTBA (MMOMJICKUT OOHOBICHUIO
IPH HEOOXOJUMOCTH).

1) JIuieH3uOoHHOE MPOrpaMMHOE 00eCIIeUeHHUE
Microsoft Windows10, Microsoft Office 2010 (Word, Excel, PowerPoint), Matlab,
SimInTech.

2) CB0O0OOIHO pacnpocTpaHsIeMOe MPOrpaMMHOE 00eCIICUCHUE

Kaxxplii 00yJaronuiicss B TeYeHHE BCETro Mepuoaa o0ydeHus: o0ecreunBaeTCs
WHAVNBUAYaTbHBIM HEOTPAHWYEHHBIM JIOCTYIIOM K 3JIEKTPOHHO-OMOIMOTETHON
CHUCTEME M 3JICKTPOHHON HH(POPMAIIMOHHO-00pa30BaTeIbHOM Cpeie.

13. MaTepuaibHO-TeXHHYECKOE o0ecneueHne

OOpazoBaTenbHbIl  Tpoliecc oOecreyeH y4YeOHBIMH — AyAUTOPUSMH IS
MPOBEACHUS YUYEOHBIX 3aHATHMN JIEKIIMOHHOTO THUIIA, 3aHATHI CEMUHApPCKOro THIIA,
TPYIIOBBIX W  HWHAWUBUIAYAIbHBIX  KOHCYJIbTAllUd, TEKYIIErO KOHTPOJS H
IPOMEXYTOYHOM aTTecTalliy, TIOMEHICHUSIMUA JUIsl CaMOCTOSTEIbHOM paboThl
CTY/ICHTOB.

Y4yeOHbIE ayAuUTOPUM OCHAIIEHHBI OOOPYIOBAHHMEM W TEXHUYECKUMHU
cpeacTBaMU OOY4YE€HMS, KOTOpbIE BKIIIOYAIOT B ceO0sl yueOHyI0 MeOesb, KOMIUIEKT
MYJIbTUMEIUAHOTO O00PYI0BaHMS, B TOM YHCIJIE MIEPEHOCHOTO (MPOEKTOP, IKPaH).

[lomemenust st CaMOCTOATENbHOM pabOThl  O0YYAIOIIUXCS OCHAILEHBI
KOMIBIOTEPHOW TEXHUKOM C BO3MOYKHOCTBIO MOJKIIOUEHUS K ceTtu «l/HTepHeT» u
o0ecriedyeHueM JIOCTyMa B JIEKTPOHHYI0 MH(POPMALMOHHO-00PA30BaTEIbHYIO CpPENy
OTU (punman) CI'TY umenu INarapuna FO.A.

Pa6ouyIo IIporpamMmy cOCTaBUII —( /( ¢ /

noreHT kadeapst EMH /EpmioB A.C./
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14. JlonoiHeHus1 1 MI3MeHeHUsI B padoueii mporpamMmme

Pabouas nporpamma nepecMoTpeHa Ha 3aceJaHuu Kadenpsl
« » 20 rozaa, mporokosa Ne

3aB. kadeapoi / /

Buecennbie uamMeHnenus yreepxaensl Ha 3aceqannn Y MKC/YMKH

« » 20 _ rogma, mpoTokoa Ne
[Ipencenarens YMKC/YMKH / /
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