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PabGouas mporpamma mo nucuuruinHe b.1.1.14 «3ammura uHbopManumn» s
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TpeboBanusaMu DenepalibHOTO TOCYAAPCTBEHHOI0 00pa30BaTEIbHOrO CTaHAapTa
Beiciiero ob6pazoBanusi 09.03.04 «lIporpammHasl MHXXEHEpUsD, YTBEPKICHHBIM
npukazoM MunobpHayku Poccum Ne 920 ot 19.09.2017 r., ¢ U3MEHEHUSIMHU H
JOTIOJIHEHUSIMU

PaGouas nporpamma:

o0cy:K/IeHAa U PEKOMEH/I0BAHA K YTBEPKACHUIO PEelIeHHEM Kadeapsl
«EcTecTBeHHBIE 1 MaTEMAaTHYECKUE HAYKn» OT «14» mag 2026r., npotokon Ne 19
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ono0Opena Ha 3aceganun Y MKH ot «15» mas 2026r., npotokos Ne 6

[Ipencenatens YMKH 4 g#%+/~— /Kununa E.B./



1. Ilesu 1 3a1a4M OCBOEHHUS AN CHUILIMHbI

[ensio npenogaBanus nucuuriiuibl b.1.1.14 «3amura undopmanum» sBisercs
U3y4CHHE METOJOB W  CPEACTB  3alUThl  HWH(DOpPMAIMH,  HCKIFOYAFOIINX
HECAaHKIIMOHWPOBAHHBIN TOCTYN K WH(MOpMAIUU, XpaHsencs u oopadbaTeiBaeMoil B
OBM, obecnieuenue MHGOPMAIIMOHHONW OE30MACHOCTH OpTraHU3alNU, O0ECleUeHUE
KOMIIJIEKCHOH 3alUThl 00hEKTOB MH(GOPMAIINH OT PA3IUIHBIX YTPO3.

3amagamMu U3y4CHUSI TUCITUTUIAHBI SIBJISTFOTCSI:

- O3HAKOMJICHHE C OCHOBHBIMH TMOHITHSIMH, HCTOYHHUKAMH, pUCKaMU H (popmamu
aTak Ha WH(OpMAIHUIO, MOJIUTUKON M CTaHIapTaMu 0€30MacCHOCTH, COCTABISIONIUMU
SIIPO TUCIUTIINHBI «3amuTa nHOOpMaIun»,

- WCCJIEIOBAHWE W MCIOJb30BAaHUE KPUNTOrpaduu M KPUITOAHATIN3a C TIOMOIIBIO
CIIy’)KEeOHOT0, TPHUKIIAJHOTO W HWHCTPYMEHTAIBHOTO MPOTPAMMHOTO OOECTICUeHUS
KOMITBIOTEpA

2. Mecro mucuuniannsl B crpykrype OIIOII BO

Huctumnuaa b.1.1.14 «3ammura uHpOpMAIIMKN» OTHOCUTCA K 00s3aTEIbHOMN
yactu bioka 1 «Jlucuumiunsl (MOAYIIN)».

3. TpebGoBanus Kk pe3yJbTaTaM OCBOEHUSI AUCUMUILIMHBI

N3yyenne AuCHUIUIMHBI HampaBlieHO Ha (HOPMHUPOBAHHE CIICTYIOITUX
KOMIIETEHIINH
OIIK-3 CnocoOeH pemaTh CTaHIAPTHBIE 3a7a4d MPO(EeCCHOHATBFHON NeATEeTbHOCTH
Ha OCHOBE HMH(POPMAIMOHHON W OubIMorpaduueckoil KyabTypbl ¢ MPUMEHEHHEM
UHPOPMAIIMOHHO- KOMMYHUKAIIMOHHBIX TEXHOJIOTHMM M C YYE€TOM OCHOBHBIX
TpeOoBaHMit HHPOPMAITMOHHOW 0€30MTaCHOCTH.

[lepeyenp MIaHUPYEMBIX  pE3yJbTaTOB OOY4YEHHS MO  JUCHUIUIMHE,
COOTHECEHHBIX C IUIAaHUPYEMBIMU pe3yJlbTaTaMd OCBOEHHUS 00pa3oBaTENbHON
IPOTPAMMBbI:

Kon n HaumeHnoBanue Konu HanmMenoBaHue nokasaresst OlleHUBaHUS
KOMITETCHITH HaMEHOBAaHHE (pe3ynbpraTa 00ydeHUs 1O TUCIUTUIMHE)
(pe3ynbpTaT OCBOEHHS) MH/IMKAaTOpa
TOCTHKEHUS
KOMTICTCHITHH
(cocrapisttomei
KOMIIETEHIINH)
OIIK-3 Cnocoben pemats | UA-1 onk-3 3HaeT: MpUHIUIBI PYHKINOHUPOBAHUS U

CTaHJapTHbIE 3agaun | PemaeT 3a1aun | yCTpoicTBO KOMMYTaTOPOB U
npogeccuoHaTbHON JUArHOCTUKU M | MapIIPyTU3aTOPOB; IPHHLIUTI

NESITeIbHOCTY  HAa  OCHOBE | HACTPOWKHU MHOTI'OYPOBHEBOT'O (DYHKIIMOHUPOBAHUS
UH(POPMALIMOHHON U | aKTUBHOTO KOMIIBIOTEPHBIX ceTel Ha ocHoBe Mozenu OSI;
oubnuorpaduueckoi CETEBOTO pasnuuHble Bepcuu npoTtokona Ethernet;
KyJbTYpHl C TpPHUMEHEHHEM | O0OpYJOBaHUS | AITOPUTMBI (DYHKIIMOHUPOBAHUS IPOTOKOJIA
UHPOPMAIIMOHHO- 802.1Q, STP, VTP; npotokon IP, knaccel
KOMMYHHKAIIMOHHBIX aJIpecoB, MPUHIIMIIBI pacyeTa MOACETeH;




TEXHOJOTMM H C  Y4eTOM
OCHOBHBIX TpeGoBaHUI
MH(pOPMAITMOHHOM
0€30I1aCHOCTH

TEXHOJIOTMH MEePEIayul JAHHBIX 10 Pa3INYHbIM
¢du3nveckuM cpeaam nepeaayn; 0COOCHHOCTH
MIPOTOKOJIOB TpaHCTIOPTHOTO ypoBHsA TCP n
UDP.

Ymeer: BBINOIHATD YCTAHOBKY M HACTPOUKY
CeTeBOro uHTepdeiica mepcoHaIbHOTO
KOMITIBIOTEPA; IPOEKTUPOBATH U CO3aBATh
JIOKaJIbHbIE KOMIIBIOTEPHBIE CETH OpraHu3alui,
BKJIFOYasi coelMHEeHNe ¢ VIHTepHeT; BBIABIATD U
YCTPaHATh HEMCIIPABHOCTH JIOKAJIbHBIX
KOMIIBIOTEPHBIX CETE OpraHu3alnii, BKIIOYAst
HEUCIPAaBHOCTH coeMHEHUs ¢ MIHTepHeT.
Baajneer: HaBbIKaMU YCTAaHOBKH U HACTPOUMKH
CeTeBOro MHTepdeiica mepcoHaILHOTO
KOMITBIOTEPA; HABBIKAMH ITPOEKTUPOBAHUS U
CO3/aHMsI JIOKAJIbHBIX KOMIIBIOTEPHBIX CETEN
OpraHu3anui, BKIOUYas COEJUHEHUE C
WHTepHeT; HaBbIKaMU IMarHOCTUKU U
YCTpaHEHHS] HEUCITPABHOCTEMN JIOKAJIbHBIX
KOMITBIOTEPHBIX CETEH OpraHU3alMii, BKIHOYas
HEHCIIPABHOCTHU coeMHEeHMs ¢ IHTepHeT.

4. O0beM IMCHUILUIMHBI M BUABI Y4eOHOH padoThl

aK.4acoB
Bun yueOHOM nesaTenbHOCTH Beero 110 CEMECTPAM
6 cemectp 7 cemecTp
1. AyautopHsbie 3aHSTHSI, 9aCOB BCETO, B TOM 80 32 48
qucie:
* 3aHATHS JIEKIIMOHHOTO THIIA, 32 16 16
* 3aHATHUS CEMUHAPCKOrO THUIIA: - - -
NPAaKTUYECKHUE 3aHATHS 48 16 32
71a00paTOPHBIC 3aHITHS - -
B TOM YHCJIC 3aHATHUS B POpPME MPAKTUIECKOM -
IOJITOTOBKH ) )
2. CamocTosiTenbHast padoTa CTyJI€HTOB, BCETO 100 40 60
— KypcoBasi paboTa (IpoeKT) - - -
— pacueTHO-Tpadudeckas padora - - -
3.IlpomekyTOoUHas aTTECTAIIUA: 3auem IK3AMEH
9K3AMEH, 3a4em ¢ OYeHKOU, 3auem
O0BeM IUCHUIUIMHEL B 3aYETHBIX €INHUALIAX 5 2 3
O0BeM IUCHUIUIMHEL B aKaJl. yacax 180 72 108

5. Conep:xaHue QMCHUIJIMHBI, CTPYKTYPUPOBAHHOE 10 TeMaM (pa3eiam)
€ YKa3aHHEeM KOJIHYeCTBA aKa/leMU4YeCKMX YaCOB U BUI0B y4eOHbIX 3aHATHH

5.1. Conepskanue TUCUMILIIMHBI
6 cemecTp
Tema 1. BBenenue B nmpeamer.

[Ipenmer 3amuthl (MHPOpMAIUST — OMpENESICHHE, CBOWCTBA: Ba)KHOCTh, IICHHOCTH;
YKU3HEHHBIN ITUKJI, BUIBI U (POPMBI PEICTABICHUS)




Tema 2. OcHOBHBIC IOHATHA HHPOPMALMOHHOM 0€301aCHOCTH.

JIOKYMEHTBI, PpEeriiaMEeHTHPYIOIINE [eITeNbHOCTh [0 €€ OOECHeUeHUIo; 3aJauu
UHPOPMAIIMOHHON Oe30macHOCTH; Kiaccu(UKalys METONOB 3allUThl; METOJBI,
JeKallre B OCHOBE aTak, U KaHaJbl yTEUKU UH(OpMAIIIH.

Tema 3. Cpeacra 3a1MThl OT HECAHKIIMOHUPOBAHHOIO J0OCTYIA.

O0630p phIHKA TPOrPAMMHO-AIIAPATHBIX KOMILJIEKCOB 3aIlUThl HH(OpMAIIH.

7 cemecTp
Tema 4. Texnudeckne acmekTbl olOecneyeHuss HMH(OPMANUOHHOM
0€30IaCHOCTH BBIYHCJIUTEIbHBIX CHCTEM.
M3nyaennst  [IDBM,  mapamerpsl  WHGOPMAIIMOHHO-OMACHBIX  CUTHAJIOB,
AKpaHUPOBAHHUE KaHAJIOB yTeueK HHGOpMaIIlUH,
3KpPaHUPOBAHUE NTOMEIIEHUM.
5.2. P33I[e.]'lbl, TEMbI JUCIHUIIJIMHBI U BU/BbI 3aHATHI
Bunbl 3aHTHIL, BKITIOYask CAMOCTOSTEIBHYIO
paboTy CTyEeHTOB (B aKaJ.49acax) Ko
Ne HanmenoBanue Hpaxrueckue
° paszena, WH/IUKATOpa
H/ II TEMbI AUCHHUITIIINHBI SAHATHA SAHATHAA / 13 camoc— JOCTUXKCHUA
JICKIIMOHHOTO | HHX B JOpMe | ToATEeNbHas
. KOMIICTCHITHH
THIIA MPaKTUYECKON paborta
[10JITOTOBKH
6 cemecTp
1 | Tema 1. Benenue B 2 8/- 8 NI-1 onk-3
MpEeIMET
2 | Tema 2. OCHOBHEIE TOHATHSA 8 6/- 4 WI-1 onk-3
MH(POPMALIMOHHOM
0€30MacHOCTH.
3 | Tema 3. CpencrtBa 3amIuTh 6 2/- 26 NI-1 ork-3
OT HCCAHKIUOHHPOBAHHOI'O
JOCTyTA.
Bcero 3a 6 cemecTp 16 16/- 40
7 cemecTp
4 Tema 4. Texundeckue 16 32/- 24 WU-1 omk-3
aCmeKThl  o0ecreveHust
nH(OPMAITMOHHON
0e30macHOCTH
BBIYHUCIIUTCIIBHBIX
CHUCTEM.
5 IToaroToBKa K 3K3aMEHY - - 36 WU-1 omk-3
Bcero 3a 7 cemecTp 16 32/- 60
Hroro: 32 48/- 100




5.2. [lepeyeHb NPAKTHYECCKUX 3AHATHI

O6bem
Ne HaumenoBanue paszzena, TeMbl HaumeHnoBaHue mpakTHUeCKOro
n/m JUCITUTUIAHBI 3aHATHS JIHCHHILTHHDT B
aKaj. gacax
1. | Tema 1. Beenenue B mpeamMer OcHoBbI KpUnTorpaduu: NOHITHS, 8
METOJIbI UG POBAHUS:
-mmmdp Lezaps,
- mm¢p Buxenepa,
- JITOPUTM IIPOCTON BEPTUKAIBHON
NepeCTaHOBKHY,
- QJIrOPUTM OAWHOYHOM
NepeCTaHOBKHY,
- JITOPUTM JBOMHBIX
HEepecTaHOBOK,
- METOJl Marm4eckoro KBajpara,
- wmetox [lonubuanckoro kBaapara,
- MHoroajxjaBuTHas 3aMeHa,
Merona KapaaHo st kBajgpata u
MPSIMOYTOJIBHUKA.
2. | Tema 2. OcHOBHBIC TIOHATHS DJIEMEHTHI KpUNITOAHAIN3A: 6
MH(POPMAIMOHHOM AJIEMEHTHI YaCTOTHOCTH CUMBOJIOB B
0€30MacHOCTH. TEKCTe.
3. | Tema 3. CpenctBa 3aluThl OT KommbroTepHbie alropuTMbl 2
HECaHKIIMOHUPOBAHHOTO mmdposanus: RSA, DES u np.
JIOCTYyTIA.
Bcero 3a 6 cemecTp 16
4, Tema 4. Texunueckue aceKThI CnaboCcTu MapoJIbHBIX 3alTUT 16
oOecrneyenus nHpopmannoHHon | KoaudecTBeHHAs OLIEHKA CTOMKOCTH 16
0€30I1aCHOCTH BBIYUCIUTENbHBIX | MApPOJIbHBIX 3AIIUT
CHCTEM
Bcero 3a 7 cemecTp 32
Hroro: 48
5.3. Ilepevenb 1a00paTOPHBIX padoT
Jlabopamophvie pabomwi He npedycmompeHul.
5.4. 3ajanus IS CaMOCTOATEIbHOM pa0d0ThI CTYJICHTOB
Ne HanmenoBanue paznena, TeMbl 3agaHusi, BOIPOCHI, JJIs 0O0BeM
n/n JUCIUILTHHBI CaMOCTOSITEIBHOTO U3yUeHUS JTUCIUTUIVHBI B
(3amanus) akKaJl. yacax
1 Tema 1. BBenenue B mpeamer N3ydenue nsMeHeHni HOpMaTHUBHO- 8
paBoOBOM 6a3bl MO 0OECTICUECHHUIO
3aMThl THQOPMAITUHU OT
HECAHKIIMOHMUPOBAHHOTO JIOCTYIA
2 | Tema 2. OCHOBHBIC TOHATHUS CpeactBa 3a1uThl OT 4

HH(pOpMAITMOHHOM
0€30MacHOCTH.

HECAHKIHOHMPOBAHHOTO JOCTYIIA:
0030p phIHKa COBPEMEHHBIX
POrpaMMHO-aMMapaTHbIX
KOMILIEKCOB CPEJICTB 3aIUTHI OT
HECAHKIHOHMUPOBAHHOTO JOCTYIA




3 | Tema 3. Cpencra 3auThl OT Kpunrorpadus (n3ydenne MeTo10B 26
HECAHKIIMOHUPOBAHHOTO mmdpoBanus, He BXOASIIUX B
JOCTyTIA. nepevyeHp MuGpoB, BXOIAINX B
nabopaTopHble paboThI)

4 | BeinonHeHne KOHTPOJIBHON -

paboThI
Bcero 3a 6 cemecTp 40
5 | Tema 4. TexHuueckue acreKThl O030p pbIHKA COBPEMEHHBIX CPEJICTB 24

oOecrneyeHus HHOOPMALIMOHHON | oOecreueHus! 5KpaHUPOBAHUS
0€301aCHOCTH BBIYUCIUTENBHBIX | MepcOHaNBHBIX DBM u cuctem

CUCTEM
6 BeltosiHeHNE KOHTPOJIBHOM -
paboThI
7 | IlogrotoBka K 3K3aMeHY 36
Bcero 3a 7 cemecTp 60
Hroro: 100

6. PacueTrHo-rpadguyeckasi padora
PacuetrHo-rpaduueckast pabota He MPeAyCMOTpEHA.

7. KypcoBasi pabora
KypcoBas pabota He npeaycMoTpeHa.

8. KypcoBoii npoexT
KypcoBoii MpoeKT He TPeTyCMOTPEH.

9. KonTpoabHasi padoTa
KonTponbHas paboTa He penycMoTpeHa

10. OuenoyHblie cpeAcTBAa IS MNPOBEACHUS] TEKYIIEr0 KOHTPOJISA M
NMPOMEKYTOYHOI aTTecTAIMU

OneHuBanne  pe3yiabTaTOB  OOYYEeHHsS] 1O  JIUCUUIUIMHE W YPOBHS
c(hOpMUPOBAHHOCTU KOMIIETCHITUHN (4aCTH KOMIIETEHIIMU) OCYIIECTBIISICTCS B paMKax
TEKYLIEro KOHTPOJISl yCIEBAEMOCTH U MPOMEKYTOUYHOM aTTeCTAllMM B COOTBETCTBUH C
@DOHJIOM OLICHOYHBIX CPENICTB.

Bonpocsl k 3auery:

1. Buasi 6e3omacHOCTH U cpephl KUZHEAEATETLHOCTH JIMYHOCTH, OOIIECTBA U
rocy/aapcTBa.
Onpenencane nHGOPMAITMOHHOM 0€30IaCHOCTH.
OYHKIMHA 1 00BEKTHI 3aITUTHI HH(OPMAIIUH.
Crernenu ceKpeTHOCTH UHPOPMALIMH.
CyObeKThI ¥ IPUYMHBI COBEPIIICHUS] KOMIBIOTEPHBIX MPECTYIICHUH.
VYpoBHU HHPOPMALIMOHHOM 3aLTUTHI.
OTBETCTBEHHOCTH 32 HapyIlIeHne NHPOPMAITMOHHONW 0€30MaCHOCTH.
[TpunIMnEl HTHPOPMAIIMOHHOM 0€30MMaCHOCTH.
Onpenenenne  KOH(UIECHUMUATBHOCTH,  LIETOCTHOCTH,  JOCTYIHOCTH
uHpOpMAIIIH.

CoNORWN




10. Ilpenmer  kpunrorpadpuu. Omnpenenenus. 3anaun. Vcropuueckue
IPUMEPHI.

11. Buasl atak Ha kpunrorpaduueckue anroput™Mel. [lonarue croitkocTu.

12. Knaccudpukanus anroputmMoB mudpoBanus. [Ipumepsl mpocTenmx
muQpoB.

13. IlIudpsi 3ameHBbI.

14. llIudpsl mepecTaHOBKH.

15. lIudgpsl raMMUpOBaHUS.

16. [IpoGieMbl 1 0COOEHHOCTH 3aITUTHI MHPOPMAIIUU B KOMITBIOTEPHBIX CETSX.

17. Buasl yrpo3 undopmaimonHoi 6e3onacHocti. OCHOBHBIE HAPYIIIEHUS.

18. XapaxTep NpoUCX0XKIEHUS YIPO3.

19. Uctounuku yrpo3 (HETOCPEICTBEHHBIH HCIIOIHUTEIh YTPO3bl B IUIAHE €€
HEraTUBHOTO BO3CHCTBUS HA MH(OPMAIHIO).

20. Knacchbl kaHaJIOB HECAHKIITMOHUPOBAHHOT'O TTOTy4EHUSI HH(POPMAIUH.

21. Knaccudukaiusi METOIOB U CPEICTB o0ecriedeHus: 6€30macHOCTH

22. Metoapl oOecrieueHnst 0€30IMacHOCTH CETEN

23. TloHsTHE aKTYyaIBHOCTH YTPO3bI 0€30MTaCHOCTH.

24. TloHsTHE MOJIETHN YIPO3. DTaMbl IPOBEICHUS OLIEHKH YIP0o3 O€30MaCHOCTH.

25. OCHOBHbIE HOpPMATUBHBIE JOKYMEHTBI, HEOOXOAMMBIE IS COCTaBIICHUS
MOJIENIH YTPO3.

26. Iloustue HapymuTensa. Tuibl HapymuTenel, X BO3MOXHOCTH U TeNH (110
merognueckoMy nokymeHty PCTOK «Mertoauka oLeHKH yrpo3 0€30MacHOCTH
undopmanun» ot 05.02.2021).

27. Onpenenenue cpeacts 3amuThl nHGopmarmu (C3H1).

28. Knaccudukaius cpencTs 3auThl UHOOPMAIUH.

29. mxeHepHO-TeXHNYeCcKas 3aiuTa HHPOpMAIIHH.

30. ®usnueckue cpeacTBa 3alUTHI.

31. AnmapatHbie Cpe/CTBa 3alUTHI.

32. [IporpamMmHBIE€ CpEACTBA 3aIINTHI.

33. Kpunrorpaduyeckue cpeacTsa 3aiuThl HHPOPMAIIUH.

34. BerpoeHnnble cpecTBa 3auThl onepaironsbix cuctem (OC).

35. Unentudukanus u ayTeHTH(PUKAITU.

36. YnpaBiieHHE TOCTYIIOM.

37. IlpoTOKOIMpOBAaHUE U AYNIHUT.

38. AHTHBUpYCHass 3amuTa. MeToabl aHTHUBHPYCHOM  3amuThl.  Buasl
AHTHBHUPYCHBIX MPOTPAMM.

39. MexcereBbie skpaHbl. OCHOBHbBIE KOMIIOHEHTHI U TEXHOJIOTHH.

40. Henocratku, CBsA3aHHBIE C TPUMEHEHUEM MEXCETEBOT0 IKpaHa.

41. VPN. Knaccupukauus VPN cereit.

42. Tlpunamuner octpoeHuss VPN cereit. VPN nHa 6a3ze 6panamayspos, VPN
Ha 0a3ze mapupyruzatopoB, VPN Ha 6aze nporpammuoro ooecnieuenusi. VPN Ha 6aze
anmapaTHBIX CPEJICTB.

43. TIpoToKOIBI VPN CETEM. Merobl peanuzanuuVPN ceTen
(TyHHENMpPOBaHUE, ayTEHTU(PUKALMS, U(PPOBAHUSA).



44. Onpenenenve nmpokcu-cepsepa. Llean nmpumeHneHns mpokcu-cepsepa. Bus
POKCHU-CEPBEPOB.

45. Cucrema obHapyskenus Bropxkenuit (IDS). Knaccudukarms 1DS.

46. Apxutektypa IDS.

47. IlepeyncnuTh OCHOBHBIE 3JEMEHTHl JIOKAIBHOM apXUTEKTYpbl CHUCTEM
OOHapyXeHUs BTOP>KECHUI.

48. I'mobanbHast apXUTEKTypa CUCTEM OOHAPY>KEHUS BTOPKEHUIA.

49. Cucrema npeaoTBpaIleHus] BTOPKCHHIA.

50. ITepeuncauTs 11eMM HCTIOIB30BaHus |PS-cuctem.

51. Knaccuduxarus IPS-cucrewm.

52. Kpunrorpaduyeckue cpeAcTBa 3aluThl HHPOPMALIUH.

53. Ilepeuncnuth TpeOOBaHUs, IPEABIBISIEMbIE K KPUIITOCUCTEMAM.

54. PacKpbITh TIOHSATHE «AICKTPOHHAS TOATHCHY.

11. YueOHO-MeTOANUECKOE 00ecneYeHue JUCITHIIIINHBI

11.1. PexoMeHayeMas jJuTepaTypa

1. ArpanoBckuii, A. B. Ilpaktuueckass kpunrtorpadus: aJiropuT™Mbl U UX
nporpammupoBanue / A. B. Arpanosckuii, P. A. Xagn. — Mocksa : COJIOH-
IIpecc, 2016. — 256 c¢. — ISBN 5-98003-002-6. — TekcT : AIEKTPOHHBIN //

Hudposoit obpazoBarensHbiii  pecypc [PR SMART : [caiit]. — URL:
https://www.iprbookshop.ru/90248.ntml.  —  Pexum  poctyma: sl aBTOPU3HP.
II0JIb30BATEIIECH

2. ApsymansH, A. b. MexayHapoaHble CTaHIApPTHl MPABOBOM 3aIUTHI
uHbopMaui ¥ WHGOPMAIIMOHHBIX TEXHOJOruii: ydeOHoe mocobue / A. b.
Apzymansin. — PoctoB-Ha-/{ony, Taranpor : U3gatensctBo FOxHoro denepanbaoro
yauBepcutera, 2020. — 140 c. — ISBN 978-5-9275-3546-0. — Texkcr:
anekTpoHHbIl // Lludporoit obpazoBarensubiii pecypc IPR SMART: [caiir]. — URL:
https://www.iprbookshop.ru/107955.html.  —  Pexxum  pmoctyma: Uit aBTOPU3HP.
II0JIb30BATEIIEN

3. bproxomunxkuii, FO. A. bezonacHocTh HHDOPMAIMOHHBIX TEXHOJOTHM. B 2
gacTsax. Y.l : yuebnoe mocobme / 0. A. bproxomwurkuii. — PocrtoB-Ha-/[ony,
Taranpor : U3gatensctBo KOxHOTrO (henepanbHoro ynusepcurera, 2020. — 171 ¢c. —
ISBN 978-5-9275-3571-2 (u.1), 978-5-9275-3526-2. — Tekct : 3MeKTpOHHBIA //

HudpoBoit obpazoarensHbii  pecypc IPR SMART : [caiit] — URL:
https://www.iprbookshop.ru/107943.html.  —  Pexum pgoctyma: s aBTOPU3HP.
[Tonp3oBarenen

4. PeBuuBbiX, A. B. MHdopmarnmonHas 0e30macHOCTb B OpraHU3ALUAX
yuebHoe mocobue / A. B. PesuuBbix. — Mockasa : Aii [Iu Ap Meaua, 2021. — 83 c.

— ISBN 978-5-4497-1164-9. — Tekcr : oanekrponnbii // lludposoi
oOpazoBaTeabHbIN pecypc IPR SMART : [caiiT]. — URL:
https://www.iprbookshop.ru/108227.html . — Pexum pgocryma: s aBTOPU3HUP.
[Tonb30Barenen

5. CemeHos, 0. A. IIpouenypsl, TMarHOCTUKHU U Oe30macHOCTh B IHTEepHET :
yuebHoe mocodoue / FO. A. CemenoB. — 4-e m3a. — MockBa : HHrepHer-
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https://www.iprbookshop.ru/90248.html
https://www.iprbookshop.ru/107955.html
https://www.iprbookshop.ru/107943.html
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VYuusepcuter Uudpopmarnmonnsix Texnonoruit (MHTYUT), Al Ilu Ap Menua,
2022. — 581 c. — ISBN 978-5-4497-1653-8. — Texkcr : anextponnsiii // IludpoBoi

o0pa3oBaTeIbHBIHI pecypc IPR SMART : [cailT]. — URL:
https://www.iprbookshop.ru/120489.html . — Pexum pgoctyma: st  aBTOPHU3HD.
II0JIb30BATEIIEN

11.2. Ilepuoauyeckue u3gaHus

1. Bompochk! 3amuThl HHPOpMalUK: HaAYyYHO-TIpaKTHUeCcKui >xypHan / denepaibHoe
rocyJapCTBEHHOE  yHHUTapHoe  mpeanpusatue  "HaydHo-TeXHHUYECKHH  IIEHTpP
oboponHoro komiuiekca "Kommac". — 1974 - . - Beixogut 4 pasza B rog. — ISSN
2073-2600. - URL.: http://izdat.ntckompas.ru/editions/detail.php?SECTION_ID=155
2. IlporpaMMHbIE MPOAYKTBI M CHCTEMBI: HAyYHO-IPAKTHYECKHH KypHain [
yupeaurens Kynpusuos B.I1. : rmaBueIil penakrop xypHana Caun .M. — 1988 - .
—  Beixomur 4 paza B r1om. — ISSN  0236-235X. — URL:
https://www.iprbookshop.ru/25852.html. — TekcT: 3eKTpOHHBIH.

11.3. HopmaTuBHO-NIPaBOBbI€ AKTHI M HHbIE IPABOBbIE JOKYMEHThI

1. TOCT P 50922-2007 3amura uadopmaiuu. TepMUHBI U ONpEICTICHHUS.

2. TOCT P 51275-2007 3amwura wuHpopmammu. OObEKTh HHPOPMATHU3AIUH.
daxTopsl, BO3AEHCTBYIONIME Ha HH(opMannto. OOIIMe NOJ0KEHUS.

3. TOCT P 51624-2000 3amuTa napopMaii. ABTOMaTU3UPOBAHHBIE CUCTEMBI B
3aIUIIEHHOM UCTIONHEHUU. O011I1e TOI0KEHHUS.

4. TOCT P 52863-2007 3ammra napopmMaunu. ABTOMaTU3UPOBAHHBIE CUCTEMBI B
3AIIAIIEHHOM MCHOJHEHUU. VICcnbpITaHMs Ha YCTOWYMBOCTH K IpEeAHAMEPEHHBIM
CUJIOBBIM AJIEKTPOMArHUTHBIM BO3CHCTBUSIM.

11.4 IlepeyeHb 3J1eKTPOHHO-00Pa30BaTEJbLHBIX PECypCcoB

1.  VYueOHo-MeTOAMUYECKME  MaTepuaiabl 1O  AUCHUIUIMHE  «3alluTa
uHbopmarm» (MEKTPOHHBIN o0OpaszoBarenbHbIl pecypc pasmernieH B MOC OTU
(puman) CI'TY umenu I'arapuna F0.A.

http://techn.sstu.ru/new/SubjectFGOS/Default.aspx?kod=814

2. Caitrr OTU (punuan) CI'TY umenu arapuna FO.A. http://techn.sstu.ru/

11.5 D1eKTPpOHHO-0MOIMOTEYHbIE CHCTEMbI
1. «OBC IPR SMART»,

2. «OBC elibrary»

3. 9bC «KOHCVYJIBTAHT CTYAEHTA»

11.6. Pecypcsl HH(POPMAUOHHO-TEJIEKOMMYHUKAIIMOHHOM ceTH
«AHTepHeT»
1. Cpencra 3aIIUThI nHpopmaru - Secret Net.htm.

https://www.securitycode.ru/products/secret-net-studio/
2. DnekTpoHHbIN 3aMoK «Coboiby https://www.polikom.ru/
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https://www.iprbookshop.ru/120489.html
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11.7. IleyaTHbIe ¥ JJIEKTPOHHBbIC 00pa3oBaTe/bHbIC pecypchl B (popmax,
aJaNITHPOBAHHBIX VISl CTY/ICHTOB ¢ OTPAHUYEHHBIMHU BO3MOKHOCTSMH 310POBbS
(1t TPy ¥ IOTOKOB €C TAKUMU CTYJAECHTAMM)

1. AmantupoBannas Bepcust HODb, s ncnonb30BaHNs HHBAIMAAMU U JIMIIAMHA
C O'PAHUYEHHBIMU BO3MOXXHOCTSIMU 3/I0POBBS

Obyuarowuecs uz yucia uneanuoos u auy ¢ OB3 obecneuenvlt newamuvivu u
(unu) d1eKMpOHHBIMU 0OPA308AMENLHBIMU PECYPCAMU 8 Popmax, adanmuposanHvlx
K 02PaHUYeHUIM UX 300P08bA.

12. UudopmanuoHHO-CIPABOYHBIE CHCTEMbI U NMPO(ecCHoOHATIbHbIE 0a3bl
JAHHBIX

OO6yuyaromumcs obecriedeH 0CTyn (yIajJeHHBIM JOCTYyIM), B TOM YHCIE B
clly4ae MPUMEHEHHUs 3JIEKTPOHHOIO O0Yy4YeHHs, JAMCTAHLMOHHBIX 00pa30BaTEIbHBIX
TEXHOJIOTWM, K  COBPEMEHHBIM MpodeccHOHANbHBIM  0azaM  JaHHBIX U
MH(POPMAILIMOHHBIM CIIPAaBOYHBIM CHCTEMaM.

12.1 Ilepeyenb UHGPOPMALMOHHO-CIIPABOYHBIX CHCTEM
OnexkTpoHHbIN (HOH HOPMATUBHO-TEXHUUECKOW U HOPMATUBHO-IIPABOBOM
uHpopmaruu Korcopumyma «Komeke» Docs.cntd.ru

12.2 Ilepeyenb npogecCHOHAJIBHBIX 0a3 JTaHHBIX
He UCNOIb3YIOMCA

12.3 IlepeyeHb HHMOPMAIUOHHBIX TEXHOJIOTHMH, HCHOJb3yeMbIX NpPH
OCYIIECTBJIECHUH 00pPa30BaTeJbLHOI0 Ipomecca M0 JAUCIHUIJIMHE, BKJIOYAs
nepevyeHb MPOrpaMMHOI0 odecrneyeHnst

OOGpa3oBaTenbHBI TpPOIECC 110 JUCHUIUIMHE OOecredeH HEeOOXOIMMBbIM
KOMIUJIEKTOM JIMIICH3UOHHOTO W CBOOOJHO pacCIpOCTPaHSEMOr0 IPOTPaMMHOIO
oOeCIieUeHHs, B TOM YHUCJIE OTEYSCTBEHHOT'O MPOU3BOACTBA (IIOICKUAT OOHOBIICHUIO
py HEOOXOJTUMOCTH).

1) JIumeH3uOHHOE MPOrpaMMHOE OOeCTICUeHUE
Microsoft Windows10, Microsoft Office 2010 (Word, Excel, PowerPoint), Matlab,
SimInTech.

2) CB00OMHO pacrpocTpaHsIeMOe IPOrpaMMHOE 00eCIICUCHHE

Kaxaplii 00yuaromuiicss B TeU€HUE BCEro nepuojaa o0ydeHus o0ecreunBaeTcs
WHAVBUIYaTbHBIM HEOTPAHUYEHHBIM JIOCTYIIOM K 3JIEKTPOHHO-OMOIMOTEYHON
CUCTEME U DJIEKTPOHHOU HHPOPMALIMOHHO-00pa30BaTENbHOM cpesie.

13. MaTepuajibHO-TeXHHYECKOE O0ecIeYeHue

OOpaszoBaTenbHbll  Mpolecc oOecrneyeH Yy4yeOHbIMH — AYAUTOPUSMH IS
NpOBEACHUS y4EOHBIX 3aHATUN JIEKIIMOHHOTO THIA, 3aHATHI CEMHUHApCKOro THIIA,
IPYNNOBBIX W  HMHAMBUIYAJbHBIX  KOHCYJbTAllMM, TEKYIIEro KOHTPOJIS U
OPOMEXYTOYHOM aTTECTAllMM, TOMEUICHUSIMH [IJIsl CaMOCTOATEIbHOW pPaOOTHI
CTY/CHTOB.
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YyeOHbIE ayaUTOPUM OCHAIIEHHBI O0OPYJOBAaHMEM M TEXHUYECKUMHU
CpeicTBaMH OO0Yy4YEeHHs, KOTOpbIE BKJIIOYAIOT B ce0sl y4eOHyl0 MeOenb, KOMILUIEKT
MYJIbTUMEIUAHOTO 000PYI0BaHUs, B TOM YUCIIE TIEPEHOCHOTO (MPOEKTOP, IKPaH).

[ToMemenust aJis  CaMOCTOSITENBHOM pPabOThl  OOYYAIOMIMXCS  OCHAIEHBI
KOMIIBIOTEPHOW TEXHUKOM C BO3MOYKHOCTBIO MOJKIIOUECHUS K cetu «VIHTepHeT» u
o0OecrieueHrueM JI0CTyIa B JIEKTPOHHYIO MH(OPMAIIMOHHO-00pa30BaTEIbHYIO Cpeny
OTU (bumman) CI'TY umenu ["arapuna FO.A.

PaGouyto nporpammy coctaBui — /';;( ' /
ol ," L ¥

noteHT kapeapst EMH /EpmioB A.C./
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14. JlonoiHeHus1 1 MI3MeHeHUsI B padoueii mporpamMmme

Pabouas nporpamma nepecMoTpeHa Ha 3aceJaHuu Kadenpsl
« » 20 rozaa, mporokosa Ne

3aB. kadeapoi / /

Buecennbie uamMeHnenus yreepxaensl Ha 3aceqannn Y MKC/YMKH

« » 20 _ rogma, mpoTokoa Ne
[Ipencenarens YMKC/YMKH / /
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